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1 Introduction

This document is intended for technical staff and Value Added Resellers (VAR) with installation and
operational responsibilities.  This document provides the configurations required for the
integration of Twilio Studio, a platform for PSTN connectivity plus tools for building IVRs and
chatbots (including integrations with Generative Al -capable Virtual Agents, like Dialogflow CX
integrated with Google), with Cisco Unified Contact Center Enterp rise (UCCE). As a result of this
integration, a UCCE Agent will receive calls with call context details supplied from the Twilio Studio
IVR / Virtual Agent, regarding its prior processing of the call, when answering incoming calls from

the PSTN. Configurations related to integration of UCCE components are not covered in this
document.

1.1 Executive Summary: Example Use Case Scenario, Benefits

This Configuration Guide "validated blueprint,” while modeled after a specific customer use case,

is generic enough that it can represent almost any attempt to front -end a customer's Cisco UCCE

contact center with a developer -built, customized/bespoke, modern, cloud -based IVR or Virtual

Agent/bot from Twilio, where the sending along of spoken, entered, or queried data zi . e. JCal l
Co nt exa Gisco contact center Agents (e.g. as a screen pop in their Finesse agent desktop

application) is needed.

The Twilio IVR in this scenario can be a basic DTMF - or speech recognition -based IVR (Interactive

Voice Response system), or a fully conversational IVR built with an Al -based virtual agent (such as

Google's DialogFlow CX on Twilio), as the customer may pre fer to build. The job of that IVR or

Virtual Agent zsuccessfully validated by this blauépoint anc

suppl ement and/or eventually replace the existing UVl
(CVP), for purposes of pro viding bespoke, intelligent Al -based automated self -service via a Virtual
Agent 3bot, i while stildl providing the necessary cal

Cisco UCCE contact center, so that human agents there can still process the remain  ing incoming
calls being escalated to live agents, as needed, without callers having to repeat themselves to give
the human agents the same (call context) info they already gave the Virtual Agent / bot.

In this particular case (see Figure 1bel ow) , weAve model ed our scenario o
customer who contacted Twilio for help, because they had a workflow that Z while mostly
automate -able z they noticed also needed to be able to handle escalations on few corner cases

of orders to a human agent (connected via UCCE), seamlessly. Other use case examples where this
has proven helpful (but not documented here, being similar but more complex) include another
retailer who had a complex collection of service departments providing customers with help,
depending on what kind of help/service they needed and what of the ¢ 0 mp a nprodusté\ they
owned, etc. Companies that have to route incoming calls from  their customers to the appropriate
facilities/locations able to service those customers, provide customers with self -service
information relevant to their purchased modes/products, and/ or help them set up service
appointments for the appropriate service tasks  with personnel in those locations z without the
calling customer having to repeat their information or what they were looking for/what they
wanted multiple times z can all use similar set ups to this, without having to forklift replace their
Cisco and UCCE/CVP Contact Center tech estate.
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Un the case of the particular customer weAve model ed

existing Cisco Contact Center and IVR system also had several limitations leaving it unable to
address many self -service use cases by itself, such as:

0 The inability to also send text messages (with helpful self -service or TFA - Two Factor
Authentication - links),

0 An inability (at least not without expensive firmware upgrades and software upgrade
service contract renewals) to add speech rec or Al -based conversational Virtual Agent
capabilities,

0 The practical inability for the IVR/Al -based Virtual Agent to be shared across multiple sites

/ Cisco on-premises installations from the cloud, difficulty in making changes and or to be

centrally managed from the cloud.

All of which led this customer to want to front -end their Cisco Contact Center system with
something more modern, which they could customize as needed, and build for themselves in the
cloud, on Twilio, servicing all of their locations and enabling them to provide a higher level of
(personalized) service as well as a higher degree of self -service to their calling customers.

te I< | Zion Add Modern Gen-Al-based Virtual Agent to Your
Existing Contact Center By Front-Ending it with Twilio
Twili If-Service Automation mer En ment Platform: l

Omni-channel Twilio Studio, Programmable Voice, and Messaging app: Salf-ssrvicle S
- Orchestrates the session beh ) Twilio and Google Call deflection saves on Agents
- Gathers information from customer, and/or frees them up for more
- Checks Enterprise Data Sources (to personalize or verify), complex tasks, or....
- Plays Self-Service directions,

. - Executes messaging tasks (including 2FA verification) alvales

J I cisco
b " l/:"‘
S »2) Sync
@ Authy 4 verify
! ) twilio

.. or Agent handoff with call
context:

- Caller’s spoken intents,
sentiment score, DTMFs, etc
written to a Twilio Sync REST-

Customer AP| accessible data store

Further Gall Orchestration Logic: - Call sent with a Call SID

- Systems identifier in SIP X-header to
collected and is <= studio ' . Cisco Unified Contact Center
passed or available to ' Enterprise (UCCE) via CUBE

a Company's - Scripts and configuration

Twilio Serverless @, Programmable Voice ZendeSk implemented on Cisco UCCE

Cloud-based app system allow UCCE to query
Twilio Sync, and populate the

@ l -I.° 5 Super Network caller's info to fields popped at

e LT the Cisco Finesse Agent
-"n; T ¥ Desktop, as call is transferred
to the live human Agent

Figure 1 A flowchart view of the use case tested in this TekVizion Validated Blueprint

Customer calls, hits

Twilio Studio IVR flow _
then Dialogflow [, Programmable Messaging
Virtual Agent, call
context and - X
PSTN-based info o bt
automatically

When we therefore began constructing our Configuration Guide with this use case in mind, we

were seeking to specifically address a typical call flow similar to that faced by a caller into this
company's services number, as follows:

1 The caller first calls into a Twilio IVR / Virtual Agent (same phone number, owned by or
ported to Twilio, of the companyAs customer servi
here, and is greeted and prompted for various order data (and/or have that data looked
up by the Twilio IVR/Virtual Agent) , such as stating that they wanted to order a certain kind
of product, with certain add -ons (which might or might not be available in a particular
location), etc.
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1 Then the caller would then be potentially directed to some self -service ordering and
fulfillment questions in the Virtual Agent, with answers delivered to the customer via
played prompts and/or text messages sent, for getting the product and service they
required.

T 4df that addr essed self-servicaautbnatednsannarghenl., success! (as
in many cases)!

1 Else...in cases where the self-service information was not enough, or the caller still needed
service (e.g. a particular requestedadd -on product, say J3Anchoviesj on
was not available at a particular location and a substitute was needed, or an order change
required), then t he caller could elect to have their call sent (queued) at that point to a live
human contact center Agent staffer, who could help the caller with those tricky details Z
but most importantly, do so  with all of the call context already input and looked up by the
Twilio platform and Dialogflow CX Virtual Agent up to that point sent along to that human
agent also, including:

- DMTF keypresses, called number and whatever number the caller had called from
(ANI/DNIS), language preference entered, etc. (the call metadata),

- what products previously ordered (as well as current order) or models the
customer owned and what they were calling for service about (i.e. the relevant
media content of the call)

- interaction history with the bot (last matched intent, and detected caller sentiment
[score] at last matched intent), etc.

- So that the human agent in the Cisco UCCE Contact Center eventually picking up
the call would have all of that call context already in front of them upon answering
the call in their Finesse Agent desktop application, without the need for the caller
to rep eat any of this info, or for the agent to take time tore  -gather this information.
Unstead, the agent can 3get right to the point

Note that while not every literal potential step in the above flow alluded to above is covered here

in this Configuration Guide (it would be too long), the rest can predominantly be found among

Twili oAs Quickstart gui des onl i stat. guidesh enlind iisn k for
https://www.twilio.com/docs/voice

However, the basic framework and necessary steps for how to collect and successfully pass
entered call context from a customer -built Twilio app to an Cisco on -premise Unified Contact
Center Enterprise system are laid out here, step by step.

The main tools used to build this validated call flow include Twilio Studio, and the Twilio Console

interface to other Twilio services and tooclck (such
integration with Google Dialogflow CX, as well as the CiscoUC CEAs various admin inte
described below.

One interesting key wrinkle solved in validating this Configuration Guide was that the Cisco UCCE
contact center, as is typical for an on -premises contact center system, naturally assumes the
existence of an on -premise database from which info like call co ntext would be assembled to be
sent on to agents (instead of all the info arriving with the call itself from off -board) z logical enough
in the 3ol d -demdosverticaly integratadgoh epremise systems, but limiting the Cisco
systemAs uane éxtensibileystelay 2z whereas more modern, multi -party cloud -based

9
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bespoke and/or customer -built solutions typically use data sources also centralized in the cloud

for sending data with arriving calls as they are passed around. Read on below to see how ancillary

Twilio tools like Twilio Sync have enabled the key J cdatabase -to-premises system
connectivityi aspect necessary to get this configur e
cases!

N
o

1.2 TekVizion Labs

TekVizion Labse is the first independent interoperability certification lab for business voice
communi cation | eader sproofed d &by is zapable Mdfson fdamandr testing to
virtually any network configuration and need. Other benefits include:

0 Gain a competitive edge by accelerating integration to hundreds of collaboration solutions
and ensure end -to-e n d functionality for any of your CcCu.
requirements.

0 Virtualized instances of 300+ collaboration products to build and teardown complex
configurations on demand.

0 Launch new features with agility and maintain quality and reliability when validating end

point devices.

About TekVizion

TekVizion is the unparalleled innovator in validation and automation for collaboration solutions.
Our unique combination of systems, automation, and expertise are optimized for quality,
reliability, and scalability for businesses who build or offer collabo  ration solutions. We enable our
customers to release new features, automate tasks, and deliver proven communications that help
grow revenue in a more efficient, cost effective, and timely manner.

As the most experienced independent vendor, TekVizion has partnered with global service
providers and others as our valued customers. Contact us at www.tekvizion.com for more details.

1.3 Twilio Programmable Voice: <Gather>, Studio, Dialogflow Virtual
Agent integration, Functions and Sync, et C.

Twili oAs Pr ogr apowesfld $uke oMdmmneugrications Platform  -as-a-Service (CPaaS)
of tools to control and manipulate calls (programmatically) placed to Twilio owned or ported
Phone Numbers includes the following:

Twilio <Gather> speech recognition, for the latest and greatest in speech input collection from any

of multiple providers, with our patent  -pending speech provider failover technology, with the most

advanced speech models and a wide variety of languages (in cluding multi - language detection
capability and support). Mor e about the | atest on
available from below links:

https://www.twilio.com/en _-us/changelog/ -gather --new -multi -provider -speech-recognition -
models ---upcoming

https://www.twilio.com/docs/voice/twiml/gather#overview

10
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Twilio Studio is a visual, drag-and-drop editor for creating applications. It can help to build an

entire IVR system itself, or to orchestrate the flow of calls between components such as a

Dialogflow Virtual Agent from a bot provider like Google, with easy one  -click connectors, as well as

other Twilio components like PCI -compliant Twilio <Pay> for taking credit card payments over the

phone . When using Twilio Studio, customers will also often use Twilio Functions, Assets, Sync,

and other aspects of Twiio As pl atform in building their applicati
programmatically, to do things like pass call context amongst them.

Read more about them here:

Twilio Studio: https://www.twilio.com/en _-us/serverless/studio
Twilio Functions: https://www.twilio.com/en _-us/serverless/functions
Twilio Sync: https://www.twilio.com/docs/sync/api

Additionally, Twilio Studi oc kijnmigeis thit tmake addimgyin 3 o n e
partner capabilities, such as linking to  Google DialogFlow CX Al-based Virtual Agents for
Conversational IVRs, much easier. Refer below link for more on how easy to integrate and use it

https://developers.twilio.com/Twilio  -Developers/IVR -Build -a-
thon?exit_from_webinar=true&auto_enter=cancelled&t=1

11
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1.4 Cisco Unified Contact Center Enterprise

Cisco Unified Contact Center Enterprise is a solution that delivers intelligent call routing, network -
to-desktop Computer Telephony Integration (CTI), and multichannel contact management to
contact center agents over an IP network. Cisco UCCE combines soft ware IP Automatic Call
Distribution (ACD) functionality with Cisco Unified Communications to enable companies to deploy

an advanced, distributed contact center infrastructure rapidly.

The Unified CCE product integrates with Cisco Unified Communications Manager, Cisco Unified
Customer Voice Portal, Cisco VolP Gateways, and Cisco Unified IP Phones. Together these products
provide contact center solutions to achieve intelligent call routin g, multichannel ACD functionality,
Voice Response Unit (VRU) functionality, network call queuing, and consolidated enterprise  -wide
reporting. Unified CCE can optionally integrate with Cisco Unified Intelligent Contact Manager to
network with legacy ACD sys tems while providing a smooth migration path to a converged
communications platform.

The Unified CCE solution consists primarily of four Cisco software products:

0 Unified Communications infrastructure  ? Cisco Unified Communications Manager

0 Queuing and self -service? Cisco Unified Customer Voice Portal (Unified CVP)

0 Contact center routing and agent management ? Unified CCE. The major components are
CallRouter, Logger, Peripheral Gateway, and the Administration & Data Server

0 Agent desktop software ? Cisco Finesse

12
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2 Topology

The network topology used for Twilio Call Studio with  Cisco UCCE integration is shown below. A
registration SIP trunk on UDP is configured between Twilio and UCCE Ingress Gateway, Cisco UBE.

UCCE-DataA  UCCE-DataB

UCCE-Call A UCCE-callB  UCCE-PG-A UCCE-PG-B

Ll
gl ) N F QoRo) N

‘ PSTN User

cuav cucm Finesse Finesse  UCCE-DC o CE-QAME! CReo\AD
Publisher Subscriber Primary  secondary Finesse

Agent
Desktop

Figure 2 Network Topology

13
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2.1 UCCE Hardware Components

() twilio

Hardware Device Version
VMware ESXi Server (Running UCCE Server| 7.0.3
Virtual Machines)
Cisco Unified Border Element - ISR4331/K9 14.7
2.2 UCCE Software Requirements
Software Components Version
Cisco Unified CCE 12.6(2)
Cisco CVP 12.6(2)
Cisco VVB 12.6.2.10000-25

Cisco Finesse

12.6.2.10000-82

Cisco UBE

17.12.4a

Cisco UCM

15.0.1.12900-234

Microsoft DNS

1.0

14
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3 Pre-requisites

3.1 Twilio
0 Twilio account
0 Twilio phone number
6 Twilio Studio to build IVR flow
0 Google GCP account, in which to build a Dialogflow CX Virtual Agent, if desired

3.2 Cisco UCCE

0 Cisco UBE to have a public interface configured which is required to setup the Trunk to
Twilio

0 CVP is configured to send a new call request to Cisco ICM via the Peripheral Gateway.
0 Unified CCE is integrated with CVP, VVB, Finesse and Cisco UCM.

0 ICM having the Dialed Number and Call Type configured which is required for the mapping
of ICM script.

0 Cisco Finesse Agents configured to accept the incoming calls to UCCE.

15
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4 Detailed Twilio

() twilio

- Cisco UCCE Call Flow

Twiko Souco Dialogfiow Cisco Cube Cisco Finesse Desitop

| Segment UP

| Ciseo CVP

Incaming Cal |

query Customer Prasie

Pasning 5IP Header

Dinloghiow Crsco Cube Cisco CVP

| Segmant UP

Figure 3 Call Flow

0 PSTN user calls a Twilio-owned number procured, and/or ported to Twilio, by the operating
organization

0 The Twilio Platform routes

Flow, including prompting the user with a <Gather> for some initial info or for an initial

intent, and from there integration to a Dialogflow Virtual Agent, and, potentially, a

t IMRe qeated | il a Twvibo Studioca t

organ

Customer Profile lookup in a Unified Profile before connecting the call to that bo

tIVR.

0 The

Cal |

context of

the cal

er As

conversation

wi t |

and Sync, in a format and data repository such that the Cisco environment will later be

able to access this information when passing the call to the answering

0 Basedonthecaller As

Agent
be

escal

ated

s el ectlVR\Mirtsial Agent thé@llc a n

to Live Agent i gsee diagranshielovd)iie sdnttmthejCisco en vironment,

where it will be routed to the appropriate Agent queue in the Cisco UCCE
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Unified CCE

Figure4 Call FlowCiscoUCCE side

0 Once routed to Cisco UCCE, Cisco UBE receives the call INVITE from Twilio with a header
calle€d stvxdataj which contains the Twilio call 4D

0 Cisco UBE sends the <call to Unified -€CiVPc o dwehtiacih i
header to the Unified CCE.

0 Unified CVP sends a new call request, which invokes a new incoming Dialed Number, which
further invokes a routing script in the Unified ICM.

0 The Unified ICM routing script determines the need of transferring the call to VVB.

0 ICM processes the various defined nodes in the routing script and continues the
communication between ICM, CVP and VVB until an Agent becomes available.

0 When the Agent becomes available Unified ICM dequeues the call and sends a disconnect
to VVB. ICM then sends a connect - to- agent request to CVP.

0 CVP then passes this request to CUCM via a SIP INVITE and the call is routed to the Agent.

0 The Twilio call -HdDspadatdj i heather Jaf the Unvite i
execution of UUCM routing script, and is saved, a s
which is then passed to the Finesse Agent.

0 Finesse Agent sends an API request to Twilio using that key, the Twilio call ID received in

thex-ci scodat aj header , and displays the call cont

Screen Pop as the call arrives to the agent.
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This section includes the configurations required in Twilio and Cisco UCCE components for
providing the Twilio call context details at Cisco Finesse Agent.

5.1 Twilio Configuration

511 SIP domains

o« O

SIP URI:ciscouccedemo
Under Voice Authentication

O« O«

Navigate to Voice > Manage > SIP domains
Select the Plus icon to add a new Domain and Under
o FRIENDLY NAMECisco UCCE Demo

Configure provide:

0 IP ACCESS CONTROL LISTS: Select the IP access control lists to authenticate
inbound calls to Twilio (Refer Section 5.1.2)
0 CREDENTIAL LISTS: Select the appropriate Credential list for authentication (Refer

Section 5.1.3)

Account Dashboard Programmable SIP Domains

Develop Monitor

s a list of your Programmabie SIP Domains

FRIENDLY NAME

cals from your IP communications infrastructure towards Twiio and access

CiscoUCCEDemo  United State

our Programmable Voice platform

s (US1) Voice URL https

Augment your SIP communications Infrastructure to Twilio and start building programmable voice applications, such as call centers and IVRS, with Twilio's powerful and flexible voice capabllities. Programmable SIP Domains allow you to place SIP

If you're interested in Twilio's connectivity only, in order to make & receive telephone calls from your IP communications infrastructure around the globe, go to Elastic SIP T

demo.sip.twilio.com

Properties

FRIENDLY NAMI Cisco UCCE Demo

demo

Routing (5 Regional

United States (US1) Region SIP Domain routing is: Active

Voice Authentication

The following IP ACLS and Credential Lists will be used to authenticate the INVITE for inbound SIP calls to Twilio

Configure a Friendly Name to easily indentify your domain. Configure a SIP Damain Name to uniquely identify your SIP URI for the domain. This URI may be used to direct SIP traffic towards Twilic Programmable Voice.

sip.twiio.com

Figure5 SIP Domains
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Configure the Call Control Configuration as follows:

Call Control Configuration

Please specify a Webhook URL that points to your web application, or the Bring your own Carrier Trunk that you want Twilio to inveke upon receipt of a SIP INVITE into this SIP Domain.

CONFIGURE WITH Webhooks, TwiML Bins, Functions, Studio, Proxy v
apps
SIP domains A CALL COMES IN Studio v CiscolUCCEStudioFlow ~
0C trunks -
PRIMARY HANDLER FAILS Webhook v HTTP POST ~
ntrol lists
CALL STATUS CHANGES HTTP POST v

Figure6 SIP domains continuation

Under SIP Registration,
o Allow SIP Endpoints to register. ENABLED
Under SIP Registration Authentication ,
0 CREDENTIAL LISTS: Select the appropriate Credential list for authentication of SIP
Endpoint (Refer Section 5.1.3)

Save the configuration

Secure Media

Secure your communications delivered over the public by encrypting signaling with Transport Layer Security (TLS) and by encrypting media with Secure Real-time Transport Pratocol (SRTP).

SIP Registration

Allow SIP Endpoints to register with this SIP Domain. When you configure your SIP endpoint, you must specify the localized SIP Domain that you want to register, for example: {domain-name].sip.us1.twilio.com for North America Virginia (US1).
Credential Lists must always be specified. Learn more 2

SIP Registration Authentication

The following Credential Lists will be used to authenticate SIP Endpaints during registration to allow them te receive outbound SIP calls from Twilio.
The username in the Credential List cormespons to the userame that you configure in the SIP Endpoint,

Figure7 SIP domains continuation
1.2 IP access control lists

Navigate to Voice > Manage > IP access control lists

Click Create new IP Address Range

Friendly Name: Cisco CUBE

IP Address Range: Enter the CUBE WAN interface IP Range
Friendly Name: Enter a suitable name
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S ciscocuse

Properties

- Friendly Name:

I Cisco CUBE

IP/ACL SID
I ALb0dadecBbH4350e

Associated SIP Trunks

Associated SIP Domains

Ciseo UCCE Demo

IP Address Ranges IP Access Control Lists may have up to 100 IP addresses.
1P Address Range Friendly Name:
192,65 132 Tekvision m
19265 19265
Page
[[coren |

Figure 8 IP access control lists

5.1.3 Credential lists

0 Navigate to Voice > Manage > Credential lists
0 Click the plus sign to create new Credential List
0 Friendly Name: Enter a Friendly name

0 Username: Enter the Username

0 Password: Enter the Password

Develop

Create New Credential List

Properties

« Friendly Name

+1786

A human readable descriptive text, up to 64 characters long.

Add Credentials

*Username
[ +1788. ® |

The username can be up to 32 characters long.

* Password

e ol

The password must be a minimum of 12 characters, contain at least 1 digit, and have
mixed case.

Cancel E

Figure9 Credential lists
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514 Twilio Studio IVR Flow & Dialogflow Virtual Agent

Twilio IVR Studio flow is created to connect to a Virtual Agent / IVR and route the call to back to
Cisco UCCE based on the input provided by the caller. Twilio sends the Call ID to Cisco UCCE in the
X-Header of the SIP INVITE.

0 Follow the steps in the Twilio Virtual Agent Dialoglfow Onboarding Guide to integrate your
Twilio Account and the Google GCP (Google Cloud Platform) account in which you want to
build your Dialogflow Virtual Agent. That will create a Studio Flow integrated with the
Dialogflow Virtual Agent

0 If that does not work, or if you need to edit the Studio Flow connecting to the Dialogflow

Virtual Agent later, you can use the Explore Products option in the left pane, navigate to
Studio > Flows to edit the flow.

e

Connected phone numbers Date created Date updated Actions

20perpage v

Figure10 Twilio Studio IVR Flow
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0 Twilio call flow designed for Cisco UCCE is shown below

= set_lang_eng

* 7 gather_input

N

® < function_add_syne connect_call_to_...

comect s

|

L = split_1 ® <> function_add_sy...

L <+ say_play_1

Say: We are sarry, your cal was
insworcd or faled 1a cannect 1o Clsca

Figure11 Twilio IVR Studio Flowz Template

General Overview of Twilio Studio Flow for UCCE Front -ending .

As is shown in Figure 11, the six major steps for the call are as follows:

1. The call comes into a specified PSTN number associated with a specific Twilio account,
<Trigger>ing there the execution of a Twilio Studio Flow, as configured,

2. whereupon some initial input is collected (Language, and callers initial intent) via a
<Gather> (a |l ogical flow chart box, or 3widgetij,

3. and then, based on spoken input gathered thereby, the call is directed (via <Split> Studio
widget) toY

4. a Dialogflow Virtual Agent (via <Connect_to_VirtualAgent> Studio widget),

5. and when (as an exit state/condition detected) Escalation to a Live Agent is called for in the
Dialogflow bot, a <Function_add_sync_virtual_agent> widget is triggered to pass along
preserved call context,

6. asthe <Connect_call_to> widget is used to deliver the call ultimately to UCCE for routing to
an agent/skill group.

Other <Play>/<Say> widgets and <Split> key press widgets are used for trouble shooting and error
messaging in the flow.

22



Tek¥izion () twilio

Detailed view of Twilio Studio flow for UCCE Integration
Widget: Trigger

0 Studio Flows can be triggered by an Incoming Message, Incoming Call, or REST API request.
Attach Widgets to the trigger events that the Flow should respond to.

< FLOW CONFIGURATION @ Hide
« Config Transitions
FLOW NAME *

CiscoUCCEStudioFlow

REST API URL @

. aﬂ' https://studio. twilio.com/v2/FLows |
Trigger ® @ |
WEBHOOK URL @
O Incoming Message @ QO Incoming Call @ QO Incoming Conversation @ O RESTAPI©® QO Subflow @
| https://webhooks. twilio. com/wl/Acc |
® .' ® @ Phone Numbers ®
Active configurations for this Flow
Number Configuration
—=] +17864 o
TEST USERS

Figure 12 Twilio IVR Studio Flowg Trigger

Widget: set_lang_eng

1 Using this widget the language is set to English

<« SetVariables () Hide|

« Config Transitions

= Widget name

Y

|| set_lang_eng

®  =setlangeng @

p o et variabies
Trigger @ Set variables

language: english

ww
L J ;
. F 1 . Variables +

Key Value

® </>function_add_sync langu... english Vi

1Aun Function)

https://cx-data-exchange- Variables set here can be accessed in
7367 twllojwrlte_sync Liquid via {{flow.variables.<key>}}.

i

Figure 13 Twilio IVR Studio Flowz set _lang_eng
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Widget: gather_input

1 This widget gather_input with initial prompt
+ Gather Inputon Call (5) Hide
Y
<« Config Transitions
» Widget name
gather_input
Text to say
[ ] < gather_input Hello, thanks for calling. How can '.-..'c dl?-.:t.'l
your call? Press 1 to route to Cisco U CCE.
- To order a pizza, press 2 or say pizza.
Say: Hella, thanks far calling. How can we
direct your call? Press 1 to route o Cisco
User Pressed Keys 3 User Sald Something 8 Mo input L,anguage t‘,rpe
() Default
© Custom
Liguid template or custom language
= |
Liquid template or custom voice
< < . .
— - {fwidgels widgetName. voicel} ‘
_sync !iumher of loops
1 -
Stop gathering after
5 " Seconds
F Stop gathering on keypress?
L
Hwidnaste roannsct ~all fn ealae THal™sll

Figure 14 Twilio IVR Studio Flowgather_input

24




4
\

1I|"]
S|

Tek¥izion () twilio

1 Thiswidget g at her As dd¥eevhaatagmtion settings

+ Gather Input on Call (3) Hide

fa L]

« Config Transitions

Stop gathering after

5 " Seconds

Stop gathering on keypress?

® < gather_input Stop gathering after

[ Gather Inpat on Call

Digits

Say: Hello, thanks for calling. How can we
direct your call? Prass 1 to route to Cisco

Speech recognition hints

User Fressed Keys

User Eaid Something = Mo input

Cmfar ~mmna canarafant o
Eer comma .‘.":-'_u-\.n'.' Fied LS

v Advanced speech settings

Learn more

Speech model selection mode

—< < 0 Automatic
—T Twilio picks the provider and
model.
tync —
[ Manual

Use a specific provider and
speech model.

Speech input timeout

‘ auto

i

{fwidaets.connect call lo sales DialCall
Figure15 Twilio IVR Studio Flowgather_input continuation
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1 Thiswidgetisusedto gat her i nput As twidgethuponiddteoted sgeech n e x t

< GatherInputon Call () Hide

« Config Transitions

IF User Pressed Keys

split_key_press

IF User Said Something
® < gather_input

(Gather Input on Cal) split_speech_result

Say: Hello, thanks for calling. How can we
direct your call? Press 1 to route to Cisco

IF No Input

User Pressed Keys 3 User Sald Something § No input
Search or Select a Widget

Figure16 Twilio IVR Studio Flowgather_input continuation
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Widget: split_speech

f This widget is configured to route any speech con
Virtual Agent Bot

Trigger ® g < SplitBased On... (i) Hide
m. ) Incoming Comersation @ § O REET AR @ . L
B Config Transitions
® ® ]
SALES Rename
Contains -
sales
LY

function_add_sync

Disconnect Delete
] PIZZA Rename
® = split_speech_res...
{=pilt Bazed on... Contains N
{{widgets gather_input.SpaechResult}}
pizza
Ho Cordithan Makdhes = &
= connect_virtual_agent_1 -
Disconnect Delete

Figure 17 Twilio IVR Studio Flowgz Split_Speech
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Widget: Connect_to_VirtualAgent

() twilio

+ Connect Virtual Agent (3) Hide
« Config Transitions
» Widget name
L i : :
¢ connect_virtual_... Start new virtual agent session
[Comnect Virtual Agent)
SEark nsurlEmEakin - Virtual agent connector
Connectorn TwilioUCCEOwIRPizzaDemo . .
TwilicUCCEOwIPizzaDemo
Completed ¥ Loz Agent Handodf X Hangup 8 Falled ¥ paused
Enter virtual agent connector's unigue
name exactly as it appears the Twilio
Marketplace Add-on configuration.
- Virtual agent configuration
<[3
Status callback URL
hittpssfa |
FIET.MW
T Status callback method
—
Parameters
P . connect_call_to_...
(Commeot Call Ta)
Configurations
fonnact caller to
17864203907 @ciscouccedamo.sip.us...
Figure 18 Twilio IVR Studio Flowz Connect_to_VirtualAgent
The Connect_to_Virtual AgentWidget i s t he wi dget put in place by

One-Click Connector for Dialogflow and Twilio, as described in the
(https://www.twilio.com/docs/voice/virtual

Dialogflow Onboarding Guide

-agent/dialogflow -cx-onboarding ). Parameters

and Bot configurations can be programmatically passed into to the Dialogflow bot via those entries
here in this widget, as a way to pass in Unified Profile or other data input by the call in the <Gather>

from Twilio/Studio,

customer As app, i f

t hat

28

app
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progress of the caller through the bot. Otherwise, action callbacks (with last matched intent or
sentiment at last matched intent) can be returned when the caller exits the bot (change of state):
e.g. at Live Agent Handoff, Session Paused, Hung up, etc.

« Connect Virtual Agent (3 Hide
<« Config Transitions
IF Completed

Search or Select a Widget

® Y connect_virtual_... )
IF Live Agent Handoff
[Comnect Virtual Agent)
Start new session function_add_sync_virtual_agent
Connector: TwilloUCCEQwIPizzaDema
Live Agent Handoff S Hangap = Falled = paused
IF Hangup

Search or Select a Widget

e ., [FFailed

Search or Select a Widget

hittps:/i
FAET.W

Figure19 Twilio IVR Studio Flowz Connect_to_VirtualAgent continuation

The configured actions taken from the Dialogflow bot, depending upon which of 5 states the call

exits the Dialogflow bot in  are shown in the figure above . For this blueprint weAve
Handof f, but 3 p aus Bedgion Resumption nfeature of Dialogflow -
https://www.twilio.com/docs/voice/twiml/connect/virtualagent/virtualagent -dialogflow -

cx#pause -and-resume -a-conversation -session) could also be used (e.g. to resume a longer

form/collection, after a live agent interaction, or to go off an make a payment and then return to

the bot), or 3Completedj to capture some input to the
In this case, Live Agent Handoff then triggers a 3funi

Dialogflow CX Virtual Agent Configuration

Though much richer step -by-step directions for setting up Dialogflow and Twilio/Dialogflow
integration are available at Google and here in the Twilio One -Click Integration Dialogflow On -
boarding Guide (https://www.twilio.com/docs/voice/virtual  -agent/dialogflow -cx-onboarding ), the
following summarizes the logical steps taken at the Dialogflow bot side, once that is set up and

the call is passed to Dialogflow bot:
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() twilio

= : Dialogflow CX bballeyGeneralDev - OwlPizza - en ~ Q ® P !
Build Manage Default StartFlow & @ [© <) @ Minimap <> Publish (5 Agentsettings I Test Agent
~ Flows + @@ =

—
A Default Start Flow

A Order Pizza Start Page

Random Pizza L g
A ® o .

Y
Store Hours
L J
A PAGES + @ WhatElse
Lo @ o |
A P W
O Agem o Order Pizza Specials

[ specials

O stanPage

[ Store Hours

O whatlse Agent

Figure 20 Basic Dialogflow Bot Setup

In Dialogflow CX a Start Page with Welcome Intent (first message /prompt played the caller if the
caller says anything upon connection to the bot) is the logical starting point of the flow , followed
by a series of detected 3Untent sij mat ched by

t he

the bot (e.g. That they want to 3Order a Pizzaij

JSpecial sj)

= % Dialogflow CX bbaileyGeneralDev - OwlPizza - en - a o P £
Build Manage Default StartFlow & & [© &) 1) Minimap <> Publish  {§1 Agentsettings | Test Agent
A slows + @ —
—

A Default Start Flow Start Page
. 9 - $
v
A OrderPizza Store Hours

X Random Pizza
‘

WhalElse
ad [ ] [
. . N
A Order Pizza Specials
~ paces + @ " *
O startPage Description
D Agent Edit description
O specials
Entry fulfillment
[) store Hours
[} WhaElse I will now forward you to an agent that can assist.
Parameters +
Routes +

Add state handler

Figure21 Dialogflow Bot setup continuation

When an intent is detected (spoken phrase matches an input/configured training phrase) a
Fulfillment then describes the action taken (and text spoken to the caller as that action is taken Z
in this case forwarding the call to an Agent if, say, one of the s  pecials are not available)
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= a Dialogflow CX bbaileyGeneralDev - OwlPizza - en ~

Build Manage OrderPizza & Q@ (&) ¢ @@Minimap ©  Publish

Fulfilment [ Save

A rows + @

X Default Start Flow Entry fulfillment is the agent response for the end-user when the page initally becomes active.
Start Page — Lear more

X Order Pizza :

« Parameter presets
X Random Pizza Pizza Toppings
¥ e v Generators

Pizza Quantity

o - ~ Agent responses

Order Confirmation You can have the a de text responses, or more rch types of m
? . paylo You can also use if-else statements 1o provide conditional
A eaces + @ '
Agent X
O St Page
Description Agent dialogue v @
O Agent
Edit description 1 il now forward you 10 an agent thet can assist
[) Order Confirmation
D Rz quanity Entry fulfiliment
[) Pizza Toppings
vl now forward you o an agent that can assist. Live agent handoff S 0]
[) Place Order
«
D testagent | Parameters + i
Place Order
Routes +

Figure 22 Dialogflow Bot setup continuation

When a call exits the bot z i.e. is forwarded by the bot to a human agent / Live Agent Escalation

endstate z( i n this case due toppings unavailability), infc
the bot is passed as a (red) set of parameters fromt he Google Dialogflow bot, back to the Twilio

Platform (and from there in succeeding steps shown below, via Functions and Sync, to other

downstream components that needs this Call Context information, like Cisco UCCE, and the Cisco

Finesse Agent App / scree n pop), so that the human agent getting handed the call can know the

callers intent and what they said tothe bot zand what triggered the escal ati
availablej)... all without the caller. having to repesg
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Widget: function_add_sync

() twilio

Damo

TT

Run Function

hitps://ex-data-exchange-
7367 twiliofwrite_sync

® </ function_add_sy... &®

¢« RunFunction () Hide
« Config Transitions
SERVICE * CREATE @
cx-data-exchange e
ENVIROMNMEMT * 7]
ui N
FUNMCTION * 7]
Swrite_sync W
FUMCTION URL T

cx-data-exchange-7367.twil.io/write_:

Updates on save

Function Parameters Add
KEY VALUE
callsid {{trigger.cal... Edit
language {{flow varia... Edit

o

Figure 23 Twilio IVR Studio Flowg function_add_sync_virtual_agent

The function_add_sync widget takes the returned data from the Dialogflow CX Virtual agent (pizza
toppings, quantity, etc.) and some of the original Twilio Studio data (caller language and phone
number) and sets these variables in a Twilio Sync map via a custom Twilio Function.
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| Q  Jumpto.. Admin+ 0O (® B3 & «~
& I Change to Flow m
< Run Function (0 Hide
« Config Transitions
® . connect virtual_...
nact vinusi Agent
Starl naw session
Conneclor: TwilloUCCEQwIPizzaDemo Function Parameters Add
i i KEY VALUE
callsid {{trigger.cal... Edit
language {{flow.varia.. Edit
® </>function_add_sy... @ callFrom {{triggercal..  ggjt
hitps-{jcx-data-exenange- callTo {{trigger.cal... Edit
7367 twiliofwrite_sync
escalationRe. {{flow add_... Edit
g quantity {{flow.add_... Edit
I size {{flow add_... Edit
® Y connect_call_to_...
L niaai cam'sal toppings {{flow.add_... Edit
Connect caller to .
+17B64203907@ciscouccedems. sip.us . D) @
— o«

Figure24 Twilio IVR Studio Flowg function_add_sync Continuation

The function_add_sync widget passes parameters from the call into  Twilio Sync. The virtual agent
connector will return the parameters set in the live agent handoff example,
{{flow.add_ons.VirtualAgentData.VirtualAgentProviderData.AgentHandoffParameters.escalationR
eason}} the Twilio Studio flow simply sets them via a function (using sync).
The original call sid is the key for the data in the sync map.

For more information on setting up the Function itself, see Section 5.1.6 below on setup of Twilio
Functions.

Parameters that can be sent (via action callbacks for the other transition states besides Live Agent
Handoff, as shown here) also include Last Matched Intent and Sentiment on Last Matched Intent,

as well as many others. More info about these attributespas s ed and t hi s newest
programmatic integration with Dialogflow can be found here in the updated Twilio Virtual Agent
documentation .
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Widget: connect_call_to_sales

|l

() twilio

In this widget the call is routed to  Cisco UCCE for a live agent interaction.

L _J = split_key_press

{Split Based On...)

{{widgets.gather_input.Digits}}

Mo Condition Matches 1 NEW

<«

<« Connect Call To (&)

Config Transitions

WIDGET MAME *

I connect_call_to_sales I

COMNECT CALL TO *

Hide

| SIP Endpoint

vI

® 2 connect_call_to_... &®

{Connect Call To)

Connect caller to
+17864 @ciscouccedemo.sip.us...

Connected Call Ended ! NEW

SIP ENDPOINT *

I +17864% @ciscouccedemo.sip.t I

USERNAME
PASSWORD

CALLER ID *
{{contact.channel.address}}

RECORD CALL

i}
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If the call is not routed to UCCE, an error message is played as per

() twilio

configured in the wizard

Jsay _play_1y as shown bel ow.
Widget: say_play_1
|
« Say/Play (O Hide
L ﬁ 5p||t_1 « Config Transitions
{Split Based On...)
WIDGET NAME *
{{widgets.connect_call_to_sales.DialCallS...
say_play_1
Mo Condition Matches § no-answer § failed ., SAY OR PLAY MESSAGE OR DIGITS
---------- - Say a Message ~
TEXT TO SAY
We are sorry, your call was
unanswered or failed to connect to
Cisco
® cy say_play_‘l ® LANGUAGE
(Say/Play) Select or enter a Liquid variable v
Say: We are sorry, your call was MESSAGE VOICE
unanswered or failed to connect to Cisco
Select... ~
Audio Complete
NUMEER OF LOOPS
1
Save 0O o

Figure26 Twilio IVR Studio Flowz say_play 1
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Widget: split_key_press

. <« SplitBased On... Hide
® < gather_input
(Gather Input On Call) « Config Transitions
Say: Hello, thanks for calling. How can we
direct your call? Press 1 to route to Cisco WIDGET NAME *
User Pressed Keys § User Said Something split_key_press
e VARIABLE TO TEST *
' widgets.gather_input.Digits

® =gplit_key_press @

(Split Based On...)

{{widgets.gather_input.Digits}}

Mo Condition Matches

Figure27 Twilio IVR Studio Flowz split_key press

If the Caller provides DTMF 1 to continue to the UCCE flow, control will go to split_key_press nodes.
(deployed here for flow validation and troubleshooting), i.e. to bypass Dialogflow for
troubleshooting/development purposes.
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Phone Numbers

Navigate to Phone Numbers > Manage > Active numbers

Under Configure ,

Configure with: Webhook, TwiMLBIn, Function, Studio Flow, Proxy Service
A call comes in: Studio Flow

Flow: CiscoUCCEStudioFlow (an IVR flow created in the Section 5.1.4)
Primary handler fails: Webhook

HTTP:HTTP POST

O O O O

(786)

roperties s Log Events Log Regulatory Information
Develop
© A2P 10DLC registration required for US messaging. To send SMS/MMS messages to the US with this US local number, a registration process is required. |nitiate 20 100LC registration (4
# Phone Numbers
© Chackthe A2P 10DLC registration status of your phene numbers. Generate a CSV Report to view the A28 10DL registration status of your phone numbers and next steps to get your numbers in compliance. Request CSV Report (2

A\ Please add an emergency address to this phone number or you may incure a $75 00 charge per emergency call. Add emergency address

Voice Configuration

Routing (& Regons
United States (US1) Region call routing is: Active

60 to other configurations v

Configure with

Webhook, TwiML Bin, Function, Studio Flow, Proxy Service .
Acall comes in Flow

Studio Flow v || CiscoUccEStudioFlow v
Primary handler fails URL HITP

Webhook ~ HTTP POST -
Call status changes HTTP Caller Name Lookup

htps: twilio. joaasb (@ || HTTPPOST ~ || Disabled - @

0

5.1.6

o« O

F Functions and
Assets

0

O« O¢ O

Figure 28 Phone Numbers

Save configuration

Functions

Navigate to Explore Products > Functions and Assets > Services
Click Create Service

Twillo Functions enables you o create communication applications, hosted and deployed entirely on our cloud infrastructure Write custom code with Twilio Functions and store fles with Twilio Assets

d Assets, and used to manage deployments and separate environments. vou will ikely create a new Service for each new

Write custom code using Twilio Functions

With Functions, you can build communication applications without worrying about maintaining or scaling web

infrastructure — it's all managed seamlessly by us and scales automatically with your use case.

Figure29 Functions z Create function

Service Name: cx-data-exchange

Click Create your function

Functions: Type the function name e.g.,
Click Add+ to create more functions say,

read_sync
write_sync
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Add +

~ Functions ©

Develop Monitor

® /read_sync -~
® Jurite_sync al
Phone Num
Twilio Functions is a serverless environment which empowers developers to
Elastic SIPTrunking quickly and easily create production-grade, event-driven Twilio applications
that scale with their businesses.
v
Functions and v Assets ©
You have not yet added any Assets. a

For help, please visit:

Twilio Docs (% for guides and reference

o Support (% for support

Figure30 Create function continuation

0 read_sync function is made as Public.
0 Javascript for the read_sync function is shown in the right pane below

Add + read_sync X
i 1 exports.handler = async function(context, event, callback) { 2
~ Functions 2 const client = context.getTwilioClient();
3 await client.sync.vl.services(context.SYNC_SERVICE)
4 .syncMaps (context. SYNC_MAP)
N 5 .syncMapItems(event.callsid)
. B 5
Jurite_sync o] . fetch()
7 .then (sync_map_item => {
3 console. log(sync_map_item.key + ": "+ sync_map_item.data);
9 return callback(null, sync_map_item.data);
10 »n
11 .catch(error => {
12 console.log(error);
13 return callback(error, null);
14 s
v 15 'y
v Assets @
You have not yet added any Assets. a

Latest version is deployed CopyURL  javascript  Ln- Col-

Figure31 Functionsz read_sync

Click Add+ to create a function write_sync

The URL for write sync function is https://cx -data-exchange-7367.twil.io/write_sync

write_sync function is made Protected

This function is used in the 3function_add_synci;i

O« O«

O« O

Add + [write_sync) x
1 exports.handler = async function(context, event, callback) { b
~ Functions @ 2 const client = context.getTwilioClient();
3 await client.sync.vl.services(context.SYNC SERVICE)
® /read_sync 4 a .syncMaps(context . SYNC_MAP)
o= 5 .syncapItems .
6 .create({key: event.callSid, itemTtl: 3509, data: {
7 callTo: event.callTo,
8 callFrom: event.callFrom,
9 language: event.language
10 m
1 _then(sync_map_item => {
12 console. log(sync_map_item.key)
13 return callback(null, sync_map_item.key);
14
v 15 .catch(error => {
16 console.log(error);
v Assets 17 return callback(error, null);
Vou have not yet added any Assets. . B
19 %
20
21
22 // exports.handler = async (context, event, callback) => {
23 // /] Make sure the necessary Sync names are defin
24 // const syncServiceSid = context.SYNC_SERVICE || 'CiscoCallContext’;
25 // const syncMaphame = context.SYNC_MAP || 'CiscoCallContext';
26 // // You can quickly access a Twilio Sync client via Runtime.getSync()
27 #/  const suncClisnt - Runtima.patSynclf servicaName: suncServicecid 1):
Latest version is deployed CopyURL _javascript  Ln 13 Col 50

Figure 32 Functions z write_sync
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The full text of the functions that are write_sync (private) and read_sync (public) is as follows:

write_sync:
exports.handler = async function(context, event, callback) {
const client = context.getTwilioClient();

await client.sync.vl.services(context. SYNC_SERVICE)

.syncMaps(context. SYNC_MAP)

.syncMapltems

.create({key: event.callSid, itemTtl: 3600, data: {
callTo: event.callTo,
callFrom: event.callFrom,
language: event.language,
escalationReason: event.escalationReason,
quantity: event.quantity,
size: event.size,
toppings: event.toppings

)

.then(sync_map_item =>{
console.log(sync_map_item.key)
return callback(null, sync_map_item.key);

D

.catch(error => {
console.log(error);
return callback(error, null);

-and-

read_sync:

exports.handler = async function(context, event, callback) {
const client = context.getTwilioClient();

await client.sync.vl.services(context. SYNC_SERVICE)

.syncMaps(context. SYNC_MAP)

.syncMapltems(event.callSid)

fetch()

.then(sync_map_item => {
console.log(sync_map_item.key + ": "+ sync_map_item.data);
return callback(null, sync_map_item.data);

)

.catch(error =>{
console.log(error);
return callback(error, null);

»;

h
0 Then, navigate to Settings & More > Environment Variables
0 Add the Key for SYNC SERVICE and SYNC MAP
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v Functions @
® /read_sync

® Jurite_sync

v Assets ©

You have not yet aclded any Assets.

v Settings & More

& Environment Variables

& Dependencies

= Service Details

ex-data-exchange-7367 twil.io

Env.variables X

Environment Variables

Use Environment Variables to store configuration like API keys rather than hardcoding them into your Functions. Every time your Functions are invoked, we passina
context parameter. The context object will contain the keys and values that you define below. As a convenience, you can choose to include your ACCOUNT_SID and
AUTH_TOKEN as well. If you do 50, context.getTwilioClient() will return an initialized REST client that you can use to make calls to the Twilio REST API.

Add my Twilio Credentials (ACCOUNT_SID) and (AUTH_TOKEN) to ENV

Key Value
) |
Key Value
SYNC_SERVICE @  Edit
SYNC_MAP .. .. @ Edit
Date and time Message

This logs pane will show live logs for any functions with logging lines in the
function code. For example, add "console.log('Log this please")" to a function
and redeploy. Whenever the function is invoked, the logs will display here.

Delete

Delete

Figure 33 Functions z Environment Variables
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Navigate to Settings & More > Dependencies

o«

Node Version : Node.js v18
Below are the Modules and the corresponding Versions which are added as
dependencies

o«

Add + Dependencies X

v Functions © Dependencies
® /zead_sync @ i 4 selecta Nodejsruntime foryour Functions & Assets.
® furite_sync ol

- Node Version

Node js vig | v

Import npm modules into your application

« Module Version
v
) ( o
~ Assets ©
You have not yet added any Assets. a
Module Version
lodash 41721 Edit Delete
util 0125 Edit Delete
@twilio/runtime-handler 201 Edit
-
Date and time Message (D Livelogsoff Clearlogs
& Environment Variables This logs pane will show live logs for any functions with logging lines in the
function code. For example, add "console.log("Log this please’)” to a function
€ Dependencies and redeploy. Whenever the function is invoked, the logs will display here.
+ Service Details
cx-data-exchange-7367 twilio
Deploy All
Add + Dependencies X
| Node.js v18 M
~ Functions ©
® /read_sync @ i 4+
Impert npm modules into your application.
® Jurite_sync 8
* Module Version
) (
Module Version
¥ lodash 41721 Edit Delete
v Assets @
You have not yet added any Assets. a util 0125 Edit Delete
@twilio/runtime-handler 201 Edit
xmidom 06.0 Edit Delete
twilio 503 Edit
v,
Date and time Message (D Livelogsoff Clearlogs
v Settings &More
& Environment Variables This logs pane will show live logs for any functions with logging lines in the

function code. For example, add "console.log(’Log this please’)” to a function
@ Dependendies and redeploy. lWhenever the function s invoked, the logs will display heze.
* Service Details

cx-data-exchange-7367 twil.io

| Deploy All |

Figure 35 Functionsz Dependencies continuation

0 Click Deploy All to validate and deploy the code
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5.1.7 Services

0 Under Explore Products, navigate to Sync > Services
0 Click Create new Sync Service
0 Sync Service named CiscoCallContext is shown below
0 Click Save
Services

AService is the top-level scope of all other Sync resources (Maps, Lists, Documents). It contains all the objects in a Sync application. L e (3

Async Services allows you to:

« Create multiple environments (dev, stage, prod) under the same Twillo account with segregated data

* Scope access to resources through the REST API

« Configure behavior of those resources in the scope of 3 Service

10 per page ~

- 15951a2bedbB468d 2025-03-12716:01:302 2025-03-12716:01:302

Defauit Service S4ac01c718ef141: 2025-03-12T15:33:31Z 2025-03-12T15:33:312

Figure36 Sync Service
ount Dashbo Service Configuration
) ) Properties
Develop Monitor
Sync Service friendly name
CiscoCallContext service SID
J

<~ | CiscoCallContext Webhook Url

Date created

i At dermo. ili m,/ ne/"
Configure https://demo.twilio.com,/welcome/sync/reply 2025-03-12 21:31:30

The URL we should call when Sync objects are

manipulated Date updated
2025-03-12 21:31:30

| ACL enabled

Maps Whether token identities in the Service must be granted access

- to Sync objects by using the Permissions resource

Streams

Reachability enabled

Whether the service instance should call webhook_url when

rlient eandnnints connect tn Sune

Save

Reset this service

Figure37 Sync Service Continuation

o«

Navigate to CiscoCallContext > Maps
Click Create new Sync Map

o«

Develop Monitor

Create a new Sync Map
& |CiscoCallContext

Unique name

[ Cisco Call Context|

An application-defined string that uniquely identifies the r

Time to live

How long, in seconds, before the Sy expires (time-to-live) and is deleted

Figure 38 Create Sync Maps
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0 Sync Map named CiscoCallContext is shown below

0 KEYvalue i.e., Twilio callSid and the Map Item Data are added to the database as shown
below

Sync Map details

4 CiscoCallContext

10perpage v Create new Map ltem

KEY DATE CREATED DATE UPDATED. DATE EXPIRES ACTIONS

= CA7dddbs18ac 2025-06-06 20:25:36 2025-06-06 20:25:36 2025-06-06 21:25:36 Edit Delate

Map Item Data ©

Figure 39 Sync Maps

43



1 L]
twilio
5.2 Cisco UBE Configuration

Cisco Unified Border Element (CUBE) which is the Ingress gateway for UCCE environment includes
the following configurations to route the incoming Twilio call to CVP.

5.2.1 Login to CUBE
Login to CUBE using Telnet or SSH. Use the IP address, username and password for the login.
5.2.2 Network Interface

Configure the network interface of the CUBE, one interface for LAN and one for WAN side. LAN
side is configured towards CVP and WAN side towards Twilio.

interface GigabitEthernet0/0/0
description Interface facing UCCE
ip address 10.64.xx.xx 255.255.0.0
negotiation auto

interface GigabitEthernet0/0/2

description For Twilio

ip address 192.65.xx.xx 255.255.255.128
negotiation auto

5.2.3 Global CUBE Settings

Set the global configuration for CUBE as shown below:

voice service voip
ip address trusted list
ipv4 54.172.60.0 255.255.254.0
address-hiding
mode border -element
allow -connections sip to sip
trace
sip
session refresh
asserted -id pai
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5.2.4 Codecs

Configure the required codec profiles as shown below:

voice class codec 1
codec preference 1 g711lulaw
codec preference 2 g71lalaw

voice class codec 2
codec preference 1 g711lulaw

525 Voice Class Configurations

Voice class configurations for DPG (Dial Plan Group) and Tenant which is required by the Dial -
Peers for call routing are configured here.

Voice Class DPG towards CVP

voice class dpg 500
description Twilio to CVP
dial-peer 3010 preference 1

Voice Class Tenant towards CVP

voice class tenant 100

sip-server ipv4:172.16.XX. XX

options -ping 60

session transport tcp

bind control source -interface GigabitEthernet0/0/0
bind media source -interface GigabitEthernet0/0/0

Voice Class Tenant towards Twilio

voice class tenant 500

registrar dns:XXXXXXXXdemo.sip.usl.twilio.com expires 600

credentials username +17864XXXXXX password 6 AGXXXILRIPER\XXXX realm sip.twilio.com
authentication username +17864XXXXXX password 6
USXNMOVZdARAD_OJKiMia]XXXXXXXXXXXX realm sip.twilio.com

sip-server dns:XXXXXXXdemao.sip.usl.twilio.com

options -ping 60

session transport udp

bind control source -interface GigabitEthernet0/0/2

bind media source -interface GigabitEthernet0/0/2
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Voice Class SIP OPTIONS

voice class sip-options -keepalive 900
description For Ping

transport udp

5.2.6 Dial Peers

Inbound and Outbound dial -peers are required in CUBE for the call routing between Twilio and
CVP.

Inbound Dial -Peer for Twilio

dial-peer voice 1010 voip

description *** Inbound Call from Twilio to CUBE  -WAN ***
session protocol sipv2

destination dpg 500

incoming called -number +17864XXXXXXX

voice-class codec 1

voice-class sip tenant 500

dtmf -relay rtp -nte

no vad

Outbound Dial -Peer for Twilio

dial-peer voice 2011 voip

description *** Qutbound Call from CUBE -WAN to Twilio****
destination -pattern BAD.BAD

session protocol sipv2

session target sip -server

voice-class codec 1

voice-class sip tenant 500

voice-class sip options -keepalive profile 900

dtmf -relay rtp -nte

no vad

Outbound Dial -Peer for CVP

dial-peer voice 3010 voip

description ***Qutbound to CVP from CUBE LAN for Twilio***
translation -profile outgoing ucce23

destination -pattern BAD.BAD

session protocol sipv2

session target sip -server

voice-class codec 2
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voice-class sip tenant 100
dtmf -relay rtp -nte
no vad

5.2.7 Voice Translation Rules

A voice translation rule is used to convert the incoming called number to UCCE configured

Number which is required for the call routing.

Voice Translation Profile

voice translation -profile ucce23
translate called 113

Voice Translation Rule

voice translation -rule 113
rule 5 /A \+1786420XXXX/ /18500/

5.2.8 IP Route

Add the required IP route for Twilio network as shown below:

ip route 54.172.60.0 255.255.255.0 192.65.XX. XX

529 Check Trunk Status

cube7ucce#show sip -ua register status

Tenant: 500

--------------------- Registrar-Index 1 ------------=-=-=----

Line peer  expires(sec)reg survival
P-Asocial-U RI
+1786420XXXX -1 460 yes normal
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5.2.10 Cisco UBE Running Configuration

() twilio

cube7ucce#sh running -config br
Building configuration...

Current configuration : 24214 bytes

!
version 17.12

service config

service timestamps debug datetime msec
service timestamps log datetime msec
service call-home

platform gfp utilization monitor load 80
platform punt -keepalive disable -kernel -core
!

hostname cube7ucce

!

boot -start -marker

boot system flash:isr4300 -universalk9.17.12.04a.SPA.bin
boot -end -marker

!

vrf definition Mgmt -intf

!

address -family ipv4

exit-address -family

!

address -family ipv6

exit-address -family

!

logging buffered 147483647

aaa new-model

!

vtp version 1

|

multilink bundle -name authenticated
|

password encryption aes
I
!
voice service voip
ip address trusted list
ipv4 54.172.60.0 255.255.254.0
address -hiding
mode border -element
allow -connections sip to sip
fax protocol pass -through g711ulaw
trace
sip
session refresh
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asserted -id pai
!
voice class codec 1
codec preference 1 g711lulaw
codec preference 2 g71lalaw
!
voice class codec 2
codec preference 1 g711lulaw
!
voice class dpg 500
description Twilio to CVP
dial-peer 3010 preference 1
!
voice class sip-options -keepalive 900
description For Ping
transport udp
!
voice class tenant 100
sip-server ipv4:172.16.XX. XX
options -ping 60
session transport tcp
bind control source -interface GigabitEthernet0/0/0
bind media source -interface GigabitEthernet0/0/0
!
voice class tenant 500
registrar dns:XXXXXXXXdemo.sip.usl.twilio.com expires 600
credentials username +17864XXXXXX password 6 AGXXXILRIPER\XXXX realm sip.twilio.com
authentication username +17864XXXXXX password 6
USXNMOVZdRAD_OJKiMia]XXXXXXXXXXXX realm sip.twilio.com
sip-server dns:XXXXXXXdemo.sip.usl.twilio.com
options -ping 60
session transport udp
bind control source -interface GigabitEthernet0/0/2
bind media source -interface GigabitEthernet0/0/2
!
voice translation -rule 113
rule 5 /A \+17864203XXX/ /8500/
!
voice translation -profile ucce23
translate called 113
!
diagnostic bootup level minimal
!
no license feature hseck9
license udi pid ISR4331/K9 sn XXXXXXXXXXXXXX
license boot level appxk9
license boot level uck9
license boot level securityk9
memory free low -watermark processor 368651
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spanning -tree extend system -id

!

redundancy

mode none

!

interface GigabitEthernet0/0/0

description CUBE 7 Interface facing UCCE
ip address 10.64.XX.XX 255.255.0.0
negotiation auto

!

interface GigabitEthernet0/0/2
description CUBE 7 Public

ip address 192.65.XX.XX 255.255.255.XX
negotiation auto

|

negotiation auto
|

interface Service -Engine0/2/0

!

interface Service -Engine0/4/0

!

interface GigabitEthernetO

vrf forwarding Mgmt -intf

no ip address

negotiation auto

!

ip forward -protocol nd

ip http server

ip http authentication local

ip http secure -server

ip http client source -interface GigabitEthernet0/0/0
!

ip rtcp report interval 2000

ip route 0.0.0.0 0.0.0.0 10.64.1.1

ip route 54.172.60.0 255.255.255.0 192.65.XX.XX
ip route 172.16.0.0 255.255.0.0 10.64.XX.XX
ip ssh bulk -mode 131072

|

control -plane
I

voice-port 0/2/0
|

voice-port 0/2/1

!

dial-peer voice 1010 voip

description *** Inbound Call from Twilio to CUBE  -WAN ***
session protocol sipv2

destination dpg 500
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incoming called -number +1786420XXXX
voice-class codec 1

voice-class sip tenant 500

dtmf -relay rtp -nte

no vad
!
dial-peer voice 2011 voip
description *** Outbound Call from CUBE -WAN to Twilio****
destination -pattern BAD.BAD
session protocol sipv2

session target sip -server
voice-class codec 1

voice-class sip tenant 500
voice-class sip options -keepalive profile 900
dtmf -relay rtp -nte

no vad

!

dial-peer voice 3010 voip
description **Qutbound to CVP from CUBE LAN for Twilio***
translation -profile outgoing ucce23
destination -pattern BAD.BAD
session protocol sipv2

session target sip -server

session transport tcp

voice-class codec 2

voice-class sip tenant 100

dtmf -relay rtp -nte

no vad

!

line con 0

exec-timeout 5 0

password 6 XXXXXXX

logging synchronous

stopbits 1

line aux O

line vty 0 4

exec-timeout 15 0

password 6 XXXXXXX

logging synchronous

transport input telnet

line vty 5 14

transport input ssh

|

active

destination transport -method http
|

end
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5.3 CVP Configuration

This section provides the configuratiooiseqdatef

from Twilio to Cisco UCCE environment. Prior to this, CVP should have the basic configurations
required for the integration and call routing with the other components of UCCE.

5.3.1 Configure SIP Header Passing in CVP

0 Login to CVP OAMP Server

0 Login to Cisco Unified Customer Voice Portal by providing the  Username and Password
mimim
cisco

Cisco Unified Customer Voice Portal
Version: 12.6(2)

Figure40 CVP OAMP login

0 Navigate to Device management > Unified CVP Call Server

Cisco Unified Customer Voice Portal

Filter: [Hostname | [beging with v

[Find | | Gleor Fiter

Unified CVF VXML Serves (standalone)
Gateway
Vatusized Voice Browser

Speech Server
Media Server

Page T)ofa (1) 4 ][0 |[#
Unried M
Unified 1G4 Vi | [ Delete | [ B | | Use hs Tempiste

SIP Pray Server
uniea IG

Davics Past Confgurations Copyright © 1899 - 2023 Cisco Systems, Inc.
Device Versians

Figure41l CVP Call Server

0 Select and open the CVP call server from the list

Cisco Unified Customer Voice Portal

Signed in as: administrator My Account | Signowt | About | Documentation Search
System +  Devics Management ~ User Managoment ~  BukAdministraton = SNMP - Tools v  Help +
Find, Add, Delete, Edit Unified CVP Call Servers

[ adanen [Fyodete 2 it (T} vsessTempiste P Help Fiter: [Hostrame v begnswithv] | ] Find | [ Clear Filter |

List of Unificd CVP Call Servers

)| smsalzo 172.16.0 Configured CVP cal sever |

page[__ 1]of1[14/ (4| |0
[ Agatiew | [ Deete | [ £t | | usens Tempiate

Copyright © 1999 - 2023 Cisco Systems, Inc.

Figure42 Open CVP Call Server
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0 Choose SIP settings and open Advanced Configuration

About | Documentstion Search

Cisco Unified Customer Voice Portal Signed in as: administrator My Account | Sign out

Edit Unified CVP Call Server Configuration

Do [Bsoeaveor [F) sotwin G remomter () Devie hmocisions D 1ol view: EXY
s Y i s
Canfiguration Local Static Routes
Enabie cutbound prazy: | e @ e Static routes for lacal routing without an autbound procy -
Use ONS SAY type auery: ¢ B e Oialed Number (ON): I
Resalve SRV records locally: - TP Address/Hostname/Server Group Name: | |
‘Outbound proxy Host: * v Aoo | [ Remowe |
— 10017216
o 91>,172.16.
DN on the Gat to the i e 51519191 92>,172.16.
o e Gatenmy 0 por e 1234567690>,172.1¢
DN on the Gateway to play the ermor tone: = |szszzzez |
(Overnde System Dialed Number Pattern Configuration:
¥ Advanced Confiouration
~ Requred.

¥ Change in vakue requires device restart,

2 optional value for st addition.
[Save | [[Save & Degly |

Copyright © 1996 - 2023 Cisco Systems, Inc.

Figure43 CVP SIP Configuration

0 In Advanced Configuration = move down to SIP Header Passing (to ICM) section.
0 Addthe header naimec ddkat aj which is sent by Twi
0 Provide the Header Name and Click Add

SIP Header Passing (to ICM)

Header Narne:l ‘x-dscudata I

Parameter: ‘ |

Figure44 Adding SIP Header in CVP

SIP Header Passing (to ICM)

Header Name: | |

2 \

=

Parameter:

x-ciscodata N

Figure45 Added SIP Header in CVP

0 After adding the SIP Header, Save and Deploy the configuration.

Cisco Unified Customer Voice Portal
System v Device Management =  User Management »  Buk Adminisirafon v
Edit Unified CVP Call Server Configuration

[ senant [ 30w 519 | 18 | Bavica pool || nfraseructura

SHMP v Took v Help v

[5) smtstics [y cile Trarster (5 Davice assaciations

P rao view: [Offine | & &0 |

Figure46 Save and Deploy
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0 Navigate to System > Control Center
0 Check the service status of CVP Call Server. It should be Up

Import System Configuraion
Export System Confguration
Location

SIP Sarver Groups

[BY, Gracetol shutdown Sttt P Help

Signed in as: administrator

Bcesunt

| sgnout | About | Docum

LE ] Every 30 Seconds  Jif Go |

Dialed Number Patiern
Web Services Heshame i Agoress Bavics Trpe Actiang Sas Amve Calls
105 Confguraton O cubezuece 1064 Gateway na wa
VB Configuralion O cuemoub20 721 Unified CM Server ] wa Wa
e Q  owali2o 1721 Unfied CVP VXML Server 2 up ]
O cupeatiza 172. Unified CVP Call Senver E] up )
fe) 4 Wa
O wwh3o 172.16. wirtualized Voice Browser wa WA
page [ 1]of 1 [ (4 |[B (B

Copyright € 1989 - 2023 Cisco Systeme, Inc.

Figure 47

Check CVP Call Server Status
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5.4 Cisco ICM Configuration
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This section provides the ICM Script configuration based on which the Inbound call is routed to

the available Skill Group Agent.

5.4.1 ICM Script Configuration

0 Login to Cisco ICM Server

0 Open Cisco Unified CCE Tools and navigate to Administration tools and open Script
Editor

0 A basic Inbound call flow is created in ICM, which prompts the caller to enter a selection

for a skill group of their choice.

4127 Set Variable |

Call PeripheralVariable1 |

i
S Jgl sendtoVRU |

]

&
Queue to Skill Group

Skill Group

No.

CUCM_PG_1.Cisco_Voice .sale \ |

[X]

.

A

Queue to Skill(iroup\ ;

Skill Group

No. [ %

CUCM_PG_1.Cisco_Voice.supf \

Figure 48 ICM Script (Script name: cvp_dtmf_Twilio)
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0 Inthe flow configuration, a peripheral variable is configured to get the Twilio Call ID send

in the SIP Header (x-ciscodata) of the call Invite using the value
Jubstr(Call.SUPHeader, 13, (l en(Call . SUPHeader)))j

= Set Properties (Read Only) et

Set Variable |Commerrt I Connection Labels

Ohbject type: Object: Varzhle-
ICaII ﬂ I::N::n selection) - IPeripheml"v"ariaI:ule'l ;,I
Amay index:

Formula Editor.... |

Walue:
substriCall 5IPHeader, 13, ]en(Call.5IPHeader))

|

Formula Editor...

L

06 | Canced | e |

Figure49 ICM Scriptz Peripheral Variable

5.4.2 Dialed Number and Call Type

0 Open Cisco Unified CCE Tools in ICM Server and navigate to Administration tools and
open Configuration Manager
0 Expand Tools > List Tools > and select Call Type List

B Configuration Manager — w

File Options Help

3 Al Menus -

[E_Configure ICM ~
5
= Bulk Configuration
splore

..f‘“
e

ools

-2 Agent Desk Settings List
-~ Agent Team List

-2 Agent Targeting Fule

- Application G ateway List
-2 Application Instance List
- Application Path List

S Bucket Intervals List
-2 Businesz Entity List

& Call TypeList |
& Dialed Mumber / Script Selector List
& Enterprise Route List

-2 Enterprize Service List

& Enterprise Skill Group List

-2 Expanded Call Variable List

-2 Expanded Call Variable Pavioad List
& Feature Control Set List

- Label Ligt

- Media Class List

-2 Media Routing 0 omain List

& Network WVRU Script List

~&= Person List

& Reason Code List

~&= Service Level Thieshald List

& Supervisor List

-5 UserList

== 1 lomr bimrinble Link

ICM Instance: lab23

Figure 50 ICM Configuration Manager
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0 Click Retrieve

. CVP2_CT is used for this configuration.

£ Call Type List

Select filter data Attributes
Customer <All=
Name *|cvpz2_cT
-
Optional Filter Condition Value (Caze Sensitive) Call Type 1D |EvDD.’:I
Mone e
Customer lab23 ~
[save I Retrieve I Cancel filter changes
Service level
Call Type Ovemde
System Information
Narne Defautt
[#4 Builtin
CUCM CT Service level threshold |20 |
Service level type Ignore Abandoned Calls (]
[eAl mR_CT
Ovemde
System Information
Default
Bucket intervals Builtin O
Description
Add Delete Rewvert

ICM Instance: lab23

Save

Close

Help

Figure51 ICM Call Type

0 In Configuration Manager, Expand Tools > List Tools > and select Dialed Number / Script

Selector List

B Configuration Manager -
File Options Help

|8 Al Menus vI

B iqure 1CH
|
= Bulk Configuration
B

Agent Desk Settings List
Agent Team List

Agent Targeting Rule
Application Gateway List
Application Instance List
Application Path List

Bucket Interrals List
Business Entity List

Call Type List

Dialed Number / Script 5 elector List I
Erlerprise Roule List
Enterprise Service List

= Enterprize Skill Group List
Expanded Call Variable List
Expanded CallVariable Payload List
Feature Contral Set List
Label List

Media Class List

Media Routing Domain List
Network YR Seript List
Persan List

Reason Code List

Service Level Threshold List
Supervisor List

User List

ICM Instance: lab23
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0 Click Retrieve. Dialed Number 8500 is used for this

() twilio

configuration

E' Dialed Mumber / Script Selector List

Select filter data

Attributes

Routing dient

Customer

Optional Filter

MNone

Value (Case Sensitive)

Routing client

Media routing domain

Dialed Number Mapping Dialed Mumber Label

Dialed number string / Script selector  * (8500

|:| Save

Dialed Humber / Script Selector

Mame

Add

ICM Instance: lab23

MName

Customer

Default label

Description

Pemit application routing

Reserved by IVR

Save

0 Map the Dialed Number with Call Type

Figure53 ICM Dialed Number / Script Editor Continuation

E Dialed Number / Script Selector List

Select filter data

Routing dient

Customer

Optional Filter

None

Value (Case Sensitive)

[save

Dialed Mumber / Script Selector

Mame

[¥] CuCM_RC 8222222222

Attributes|  Dialed Number Ma

CLID / App String 1
All

CED / App String 2

All

Call type
CVP2.CT

Up
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5.4.3 Mapping the ICM Script to Dialed Number

The Dialed Number configured in ICM is invoked based on the new call request from CVP. The new
script designed needs to be mapped with the required Dialed Number.

0 Open Cisco Unified CCE Tools and navigate to Administration tools and open Script
Editor
0 Navigate to Script > Call_Type Manager

Script Editor - [cvp_dtmf_Twilio {All Customers).005 [Active Version][Browse]]
EEile Edit !\Evr Script| Qptions Window Help

DEEa |t Call Type Manager... | Ctrl+T H B ‘ o ‘ o ®m
dministrative Manager... Ctrl+D

Custom Functiens... Ctrl+l)

e BTV BIE | T Ble T -
Call Type Associations... | Servarianie | Set Varfable |

Enabled Scripts.

S2% @y |[& BrowseScript Shift-FS 5 '
Qasl OBLonp | g Edit Seript CtrleF5 /| Send to VRU i
X Monitor Script F5 i
End :?.% s Quick Edit Run Ext. Script]
Monitor Options v |
a O Display Monitor Labels S
Gota # || Display Node IDs

Configure Real-Time Data...

Script Queue Real-Time. Queue to Skill Group

= 245%1‘5 [ No. [ %
rou| lo.
ol P ?5:;’;(“ CUCM,P(I;J.Cisw,Vmce sale | |
b g DY gf,/;glmatem o
Tine - paurmion Next Erro /

Figure55 ICM Script mapping with Dialed Number

0 Inthe Call Type Manager window, select the Call Directory and choose the required
Dialed Number . In this configuration it is CVP_RC.8500

Call Type Manager i

Cal Direc:nw|| Schedules | Call Type Tree

Media Routing Damain: I[isu:o_‘u’oice LI

Dialed number

Call Type Scheduled Script

Moaodify ...
cvp_dtmf_Twilio {All Custom
Delete

it

i)

=
[=]
=
4]

L

Ok I Cancel Apply Help

Figure56 ICM Script mapping with Dialed Number Continuation
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0 Select Modify and set the Call Type for this Dialed Number. In this configuration it is

CVP2_CT.
Call Type Manager x
Call Directory |Sched|.|les I Medify Dialed Mumber Entry x
Media Bouting Domain: IE _E'?HEE el
*
""" Cancel
N I_ . Eegion:l ;I —l
Dialed number d Hel
 Prefix | ——pl nd
! CLID  Match: | pt l ” :frfy
I Modify...
1 — Caller-entered digits Delete |
@ a
 None Sort
¥ required
+
¥ entered MJ
ove
" CED: | J
= +
Calltype: | Cypz_CT =]
Enitry description:

ok | cancel | Aoty | Hep |

Figure 57 ICM Script mapping with Dialed Number Continuation

0 In the Call Type Manager window, select Schedules and choose the Call Type . Click
Modify to choose the required Call Script. Here cvp_dtmf_Twilio named script is used. Click
Apply and OK to save the configuration.

Call Type Manager >

Call Directory | Schedulss || Call Type Tree |

Calltype: | [CVP2_CT -l

I 0K I Cancel || Aoply Help

Figure 58 ICM Script mapping with Dialed Number Continuation
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Madify Call Type Schedule

Script | Period I Description I

Call type: CVP2 CT

Business entity: | Default LI
Scripts:

L} . A

L

Figure59 ICM Script mapping with Dialed Number Continuation
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5.5 Cisco UCM Device Configuration

Configuration of UCCE Agent Phone is covered in this section. A Cisco desk phone is configured in
the UCCE CUCM and is enabled as the associated device for the Finesse Agent.

5.5.1 Configure Agent Phone in CUCM

0 Login to CUCM using the administrator credentials to add the phone device.

vl Cisco Unified CM Administration -
cisca

For Cisco Unified Communications Solutions

Cisco Unified CM Administration

i Ciscs cryptographic products does nat imly third-party autharity to import, export, distribute or use eacrygtion. Importers, exporters, distrbutars and users are responsible for
0 thia product immediately.

Figure60 CUCM Login

o«

Navigate to Device > Phone
Select Add New to add a new Phone to CUCM by providing the Phone Type. In this

configuration it is Cisco 7841

o«

liily. Cisco Unified CM Administration
o

€I5C0  ror Cisco Unified Commamications
Mecks Rescurces ~  Advanced Festores =

Syviem = Cal Routeg

#mmrm—m H seeasa ) ciem

[rmee

R TT)

Rows per Page 33 v

Find Phone where | Devce Hame

Figure61 Adding Phone

0 Provide the MAC address and complete the Device Information with Device pool, Phone

Button template and Softkey Template
0 Also provide the details for Media Resource Group list and User Hold and Network Hold

MOH audio source

uhaly,  Cisco Unified CM Administration
€I3€0 (4 Ciaco Unified Communications Sokstions
Syslem ~  Call Roulig ~  Media Resouces = Advanced Feabwes ~ Devioe ~ Appikation = Uses Management ~  Buk Adminisiation ~ el =

Retated Links: =

Phane Configuration

[ swve P vowe [ cony Qo meser 2 apomconsg can aganew

@ st

Phone Type
Product Typer  Cisco 7841
Devics Pratacal: SIP

Figure 62 Adding Phone Continuation
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0 Under Protocol Specific Information select the Device Security

() twilio

Profile with Standard SIP

Non-Secure profile of the phone model. Also select a SIP Profile.

0 Keep other configurations in this page default and save the configuration.

ally  Cisco Unified CM Administration
€15€0  ror Cisco Unified Communications Solutions.

Phone Configuration

(i sove 3@ vetete ([ cory Py Reset 2 soo conty ca Acd ew

System v Call Roulg = Medis Resowrces v Advanced Festes v Device v  Applicabion v  User Management »  Buk Admesstiasion v  Help +

LS TUE Back To Find/List v]co]

Protocol Specific
Packet Capture Mode®
Packet Capture Duration
BLF Presence Group®
SIP Dial Rules

TP Preferred Originating Codec®

None
o
Standard presence group

< Nore >

Device Security Profile®

841 - Standard SIP Hon-Secure Profile

Rerouting Calling Search Space
SUBSCRIBE Calling Search Space

StP profile* er
Digest User < one > v

Media Termination Point Required
Clunattended Port
Require OTMF Reception

Figure63 Adding Phone Continuation

Add a new Line for this Phone by choosing Add a new DN from the left pane
Provide a Directory Number and Keep the other configurations default.
Save and Apply Config.

O« O« O

|l Cisco Unified CM Administration

€15€@  For Cisca Unified Communications Sokitions

Syvem ~ GalRoeing v MemaRescurces -  Advanced Feamres - Dewce - Applcation ~  UserManagement v  Buk Ammstaion - Help -

CERTR IR Configura Dovice (SEPBE26511608EC) - | Go |

Directory Number Configuration

Koon @y Ty
I (@) status: Reacy

~Directory Numbar
Dusciry bumber® | (1001 o
Route Partton Mo s
Descrption —
Alesting Name [
ASCE Mlerting Home |

External Cal Prafile | < tone = v
Allow Control of Device from CTI
Associated Devices e 5
Edit Device
Edit Line Appearance
va
Dasosiate Devices ‘ a
- Directory Number Setting
Woice Mail Prafie < are = | (Choase <Manex to use system defouit)
Calling Search Space ehames |
BLF Presence Group® Standard Presence group ~]
User Hald MOH Auio Source < none > ~|
Netmork Hold MOH Auio Source < nane > v
Auto Angwer® lhuto ArswerOF |
Calling Line 1D Presentation When Diverted | Determined by Last Fop |

Rejoct Anonymous Calls

Figure64 Adding Directory Number

5.5.2 Add Phone to UCCE Application User

0 Navigate to User Management > Application User

0 Select the Application User which is related to the UCCE configuration. (UCCE CUCMs wiill
have this Application user created as a part of setup configuration)

0 Add the new Phone device to Controlled Devices list using the Device Association.

0 Save the configuration.
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alili,  Cisco Unified CM Administration
€15€0  Eqr Cisco Unified Communications Solutions.

Spslem ~  Call Roulg - Media Resources = Advanced Featwes + Device +

[ —
Em 3¢ vowie ([ copy clfa ssariew
| @ s e

[ Application User
User 1D*

LERTTER Back: To Findtist | Go |

1] Edit Credential

]
Gigest Credentiais [ ]
Confirm bigest Credentials )

Password

Cenfirm Password [

BLF Presence Group® | Standard presence group v
User Rank® 1 Defauit User Rank v

[Daccept Presence Subscription
Daccept out-of-haloa REFER
[Caccept unsobicited Notiication
Dlaccept Replaces Header

—— (= -
i ==
SeFan1DAZ1AZS1D ] Devies Aececiation|
SEPS47CE9D74CEF Find more Route Points
:
e
s

Jabberd

.
Figure 65 Adding Phone to UCCE Application User

5.5.3 Add Phone to End User

o«

Navigate to User Management > End User
Add a new End User for the Agent Phone

Ox¢

alli, Cisco Unified CM Administration L ) C-co unifed O Adminctration ¥ | Go |
€15€0 o Cinco Unified Communications Solutions. gout

System +  CallRouling =  Medis Resouces =  AGVanced Fesues v Dévce v Appicalion v Ui Managemen | Buk Adminisbation = Hel =

End User Configuration Related Links:  Go |

FEE L ——

(@) status: meady

user status Enabled Local User

User 10* ucceagentt

Password e [ Edit Craduntial

Cenfirm Password [

SefService User 10 (101

e Edit Credential

Canirm PN

Last name ™

Widdie name I

Fist name I

Display name [

Tite [

Directory URK ucceagent Buccelab23.Jocal

Teleshone tumber -

Home fumber [

Malsle Number [

Pager humber [

meil 10 [

Manager user 1D [

Oepartment [

user Local [« Hone. ]

Assaciated pe/Site Cade |

Gigest Credentists [

Confim Oigess Credentiald

User Profile [Use System Dafou( “Standard (Factory Default) us ¥] view Datail

User Rank® 1-Default User Rank d

Figure66 Adding End User

0 Add the new Phone device to the End Users Controlled Devices list using Device
Association

ulily  Cisco Unified CM Administration
€15€0  Eqr Cisco Unified Commumications Salutions

Sy ~ | Callmouing ~  Meda esauroes ~ _ Advaned Fesires ~ Berice = Applcaion = s Managemen! =Bk Adminiin = e

End User Configuration

FEE L L Y —

LR TP 6ack to Find List Users ] Go |

Device i
Controlled Devices. [[Eressarsecsec

avatable profiles ‘

CT Cantrolled Device Frofiles,

Figure67 Adding Phone to End User
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0 Add the required permissions for the End User

ajuil  Cisco Unified CM Administration
CISE0 o Cisco Unified Communications Solutions

End User Configuration

Syslem ~  CailRouting ~  Media Resources = Afvanced Festures v Deviee v Applcation ~  User Management ~  Bulk Adminaraton ~ Hep =

| 5= | 3¢ omt o asston. @ v et

Remate Destination Profiles ‘

() twilio

and Save the configuration.

Uit o scmsreien ~ ] G |

[EERTER ack to Find List Users ~ | Go |

MUPP User Idersfeation Humber |

MLPP Password [
Canfirm MLP® Pazsword
MLBP Precedence Authorization Level [ Defaut

Associated CAPF Profiles

CEM End Users
Wow Control of All Devices
Standard CT1 En

Add 1o Access Control Group
Remove from Access Coatrol Group

Miew Details

tandard oM End Users
Standard CCMUSER Administration
Standard CT1 Allow Control of All Devices.
Standard CT1 Ensbied

ew Details

[-Conference Now
[Enabie €nd user to Host Conference Now

Meeting Humber 1001
Attendees Access Code.

Hasdset Serial Humber

) &) @

['save | [Deiete | [dd mew | [ Revoke Refresh oken |

Figure 68 Adding permissions to End User

0 Navigate to the newly added Phone Device and set the Owner configuration to the End
User created.

Cisco Unified CM Administration
€15€0  po¢ Cisco Unified Commumications Solutions

Quality Reporting Tool
Redial
Remove Lact Farticipant
4p.add 2 nen 817 5D
Queve Status

Privacy

BHHE ¥ Buyu|

Bk In Bridg on ~|
Privacy® oF ~

Device Mabilve 1cd Defar S lyewcuneen
Gner ® user O Anomymous (PubliShared Space) |

| Gwnes User ID* uccesgentt ~

Mobility User 1D = fane = ~|

Phane persanslization® Defoult <

Services Provisioning * Default ~]

Phone Load Name

Use Trusted Relay Point” Default v

BLF Audible Alert Setting (Phone [dle)*  [Defeut  +|

BLE fankible plest Seitig (Phocm Bomr)™ . [oafiak ]

Always Use Prme Line® Defaalt v
T —

Gaolocation [ehones |

[J1gnere Presentation Indscators (internal calls anky)

D siow contral of Davice from €1

B Logged Into Hunt Group.

Olremate Device

[protected Device™***

Figure 69 Mapping the End User to the Phone Device
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5.6 Cisco Finesse Configuration

Cisco Finesse is configured to have a Screen Pop in the Finesse web client to display the Twilio call

context details to the Agent while answering the calls. Screen pop  sample gadget for Finesse is

used for this configuration.

5.6.1 Setup Finesse Screen Pop Gadget Files

0 Download the Screen pop sample gadget for Finesse from Cisco DevNet.
(https://developer.cisco.com/docs/finesse/sample __-gadgets/#sample -gadgets)

CSS Source File, JSFile and HTML Document

0 The downloaded zip file has afoldernamed 3 Scr eenPopj which cont ai

#| ScreenPop [©] 7:19 PM £S5 Source File 1KB
ScreenPop.js @ PM ISFile 6 KB
e ScreenPop ® 03-04-2025 02:31 PM Microsoft Edge HTML Document 2KB

Figure70 Sample Gadget Files

0 Modify the ScreenPop.js file to add the API Get request URL provided by Twilio for
retrieving the Call Context details. The URL used here is " https://cx -data -exchange -
7367.twil.io/read_sync?callSid=" + callvars["callVariable1"] +

render = function () {
var currentState = user.getState();

var html =

if (numDialog:

huild
html += z : : : "+ callvars| S

“ommen

html += '

clientLogs.log( : : " 4 html);
et the html document's agentout element m
s £') .html (html) ;

tomatically adjust the height
;aigot .window.adjustHeight () ;
} else (
html += ! es
html += '

e html document's agentout element to the html we want to render

S('¢ ) ') .html (html) ;

gadgpm.uindowﬁadju:-.umghc () 7
}
Y.

Figure71 Add APl URL in ScreenPop.js file

0 Save ScreenPop.js file
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https://developer.cisco.com/docs/finesse/sample-gadgets/#sample-gadgets

@ twilio
0 Editthe ScreenPop HTML file to add a Title for the new Screen

<Module>
<ModulePrefs titleq"TWILIO CALL SUWMMARY"|description="ScreenPop Gadget">
itle

<Require feature="se

<Require feature="dynamic-height"/>
<Require feature="pubsub-2"/>

i ure="setprefs”/>
ure="loadingindicator”>
"manual-dismiss"»>false</Param:>
"loading-timeout">1@</Param>

<Param name
</Require>
</ModulePrefs>

<Content ty
<I[CDATAL
type="text/javascript” src="/desktop/assets/js/jquery.min.js"></script> «<!-- Finesse Library --» <script type="text/javascript"”
src="/decktop/assets/js/finesse.js"></script> <!-- Gadget Business Logic --» <script type="text/javascript" src="ScreenPop.js">
</script> <body class="claro"> <!-- sample gadget html only has 1 div which will be modified during the screenpop --» «dive «div

id="agentout"> </div> </body> <script type="text/javascript™» // initialize the gadget running the init handler defined in screenpop.js
gadgets.HubSettings.onConnect = function () { finesse.modules.SampleGadget.init(); }; </script> ]]»
</Content»
</Module>

Figure 72 Adding Title in HTML file

0 Files are ready to upload into the Finesse Server.
5.6.2 Upload Gadget Files to Finesse Server

Finesse allows to upload gadgets and is done via a specific user called 3 3r dpartygadget.|j
account only has permission to /files directory and any directories created under it.

O«

Login to Finesse Server CLI with Username and Password
0 Reset the password for 3rdparutlygadget wusing the
rest _3rdpartygadget passwordi

Figure 73 Password Rest for 3rdpartygadget user

O¢

Use an SFTP application to connect to the Finesse Server. Here WIinSCP is used.
Connect to the Finesse Server using 3rdpartygadget as the Username and the password
that is set in the previous step.

O¢

"W Login — b4
I New Site Session

File protocol:

SFTP ~
Host name: Port number:

172.15. 22 3
User name: Password:

3rdpartygadget sssss

Save |v Advanced... |v
Tools - Manage - Login |v Close Help S

Figure 74 Connect to Finesse Server
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Af ter

O« O«

connect.

ng t

0 FinesdilesiServer,
Copy the CSS Source File, JSFile and HTML Document which is configured in section 5.6.1

() twilio

navi

gate

Local Mark Files Commands Session Options Remote Help

eScreenPop.me

Ml 3 E3 Synchronize Bl @ [ 48 | 5 Queue ~ Transfer Settings Default £ -
. & 3rdpartygadget@172.16. X Ié’ New Session
o D: New Volume -E-Er BERO @& 4= -
£ New -
D:\OneDrive - tekVizion PVS Inc\2025 Files\Projects)\ Twilio\Screenpop',
Name Size Type Changed
Parent directory 16-04-2025 11:49:33
ScreenPopSampleGadget-Finesse-11... File folder 16-04-2025 11:4%:41
@ ScreenPop.css TKB (€55 5ource File 24-03-2025 19:19:28
D ScreenPop.js 6KB JSFile 02-04-2025 19:09:58
e ScreenPop.xml 2KB Microsoft Edge HT...  03-04-2023 14:31:04
D ScreenPopxmlbak 2KB BAKFile 24-03-2025 19:19:28
o= ScreenPopSampleGadget-Finesse-11..., 415KB  Compressed (zippe..  21-03-2025 1%:38:45
-EB-F-EEQ & B FindFies | Ta &= -
£ New -
ffiles/
Mame Size  Changed Rights Qwner
to - 27-03-2024 14:01:11 PWHF-XF-X 0
calltranscript 27-03-2024 15:12:30 TWXTWXT-X 1003
ccaiGadgets 03-04-2025 15:23:02 PWHPWRT =X 1003
CXService 27-03-2024 15:12:30 PWXPWKI-X 1003
| ManageDigitalChannel 03-04-2025 13:23:03 TWXTWXT-X 1003
@ ScreenPop.css | 1KB  24-03-202519:19:28 W-F--F-- 1003
] ScreenPop.css.gz TKB  03-04-2025 153:23:01 rw-r--r-- 0
D ScreenPopjs | 6KB 02-04-2025 19:09:58 n-r--r-- 1003
1 o ScreenPop js.gz 2KB  03-04-2025 15:23:01 nW-F--F-- 0
2KB  03-04-2025 14:31:04 TW-F--r=- 1003

0 All the required files for the ScreenPop gadget are loaded into Finesse Server.

Figure 75 Copying Gadget files to Finesse Server
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5.6.3 Configure Finesse Desktop Layout

The Finesse Desktop Layout needs to be modified with the new gadget for Screen Pop.

0 Login to Finesse Administrator with Username and Password

© Notsecure | https://finesse -elab23.local:8445/cfadmin/container/Zlocale=en_US S o=

Cisco Finesse Administration

alualn
cisco
23 Cisco Systems, Inc. All rights reserved.

Figure 76 Login to Finesse Administrator

0 Navigate to Desktop Layout and click Expand All

isco Finesse Administration

Manage Desktop Layout

Restore Default Layout

Figure 77 Finesse Desktop

0 Locate the Tab for Home page and add the gadget configuration for Screen Pop using
below configuration. The ScreenPop.xml file is accessed from the Finesse Server location
which is added in section 5.6.2
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Save the Desktop Layout

<gadgets>

<gadget>/3rdpartygadget/files/ScreenPop.xmi</gadget>

</gadgets>

</page>

<tap

<tab>
<id>home</id>

on>
<label>finesse.container.tabs.agent.homelabel</label>
<columns>
<{column
<gadgets>
<gadget default="true" managedBy="agentMultiTabGadgetContainer">/desktop/scripts/js/queueStatistics.js</gadget>

<!-- The Multi-Tab gadget to show live data reports. Uncomment this for displaying the gadgets managed by it. -->
<!-- <gadget id="agentReportsMultiTablontainer"»/desktop/scripts/js/tabbedGadgets.]js</gadget> -->»
<l--

The following Gadgets are for LiveData.
If you wish to show LiveData Reports, then do the following:
1) Uncomment each Gadget you wish to show.
2) Replace all instances of "my-cuic-server.com” with the Fully Qualified Domain Name of your Intelligence Center Server.
3) [OPTIONAL] Adjust the height of the gadget by changing the "gadgetHeight™ parameter.
IMPORTANT NOTES:
- In order for these Gadgets to work, you must have performed all documented pre-requisite steps.
- Do *NOT* change the viewId (unless you have built a custom report and know what you are doing).

- The "teamName® will be automatically replaced with the Team Name of the User logged into Finesse (for Team-specific layouts). --»
</gadgets>
<gadgets>
<gadget>/3rdpartygadget/files/ScreenPop.xml</gadgets
</gadgetsy
</ COTTmT
</fcolumns>

</tab>

Figure 78 Adding Screen Pop Gadget to Finesse Desktop

0 Navigate to Team Resources in Finesse Administration
0 Select Default from the List
0 Check the Override the System Default for Desktop Layout Configuration
0 Save the configuration.
Figure 79 Override System Default
0 Login to Finesse CLI and restart Cisco Finesse Tomcat Service and Cisco Tomcat Service

using below comments:
utils service restart Cisco Finesse Tomcat
utils service restart Cisco Tomcat
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