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1. Intended Audience

This document is intended for use by Oracle Systems Engineers, third party Systems Integrators,
Oracle Enterprise customers and partners and end users of the Oracle Enterprise Session Border
Controller (SBC). It is assumed that the reader is familiar with basic operations of the Oracle
Enterprise Session Border Controller platform along with Microsoft Teams Direct Routing Enterprise
Model.

2. Document Overview

This Oracle technical application note outlines how to configure the Oracle SBC to interwork between
Twilio Elastic SIP Trunk with Microsoft Teams Direct Routing. The solution contained within this
document has been tested using Oracle Communication SBC with OS 840p3B version.

In addition, it should be noted that the SBC configuration provided in this guide focuses strictly on the
Microsoft Teams and Twilio Elastic SIP Trunk related parameters. Many SBC applications may have
additional configuration requirements that are specific to individual customer requirements. These
configuration items are not covered in this guide. Please contact your Oracle representative with any
guestions pertaining to this topic.

Please find the related documentation links below:

2.1. Twilio Elastic SIP Trunking
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Twilio Elastic SIP Trunking is a cloud-based solution that provides connectivity for IP-based
communications infrastructure to connect to the PSTN for making and receiving telephone calls to the rest
of the world via any broadband internet connection. Twilio’s Elastic SIP Trunking service automatically
scales, up or down, to meet your traffic needs with unlimited capacity. In just minutes you can deploy
globally with Twilio’s easy-to-use self-service tools without having to rely on slow providers.

Sign up for a free Twilio trial and learn more about configuring your Twilio Elastic SIP Trunk.

2.2. Microsoft Teams

Microsoft Phone System Direct Routing allows connection of a supported customer-provided Session

Border Controller (SBC) to a Microsoft Phone System. Direct Routing enables using virtually any PSTN
trunk with Microsoft Phone System and configuring interoperability between customer-owned telephony
equipment, such as a third-party private branch exchange (PBX), analog devices, and Microsoft Phone

System.

https://docs.microsoft.com/en-us/microsoftteams/direct-routing-configure

https://docs.microsoft.com/en-us/microsoftteams/direct-routing-sbc-multiple-tenants#create-a-
trunk- and-provision-users

https://www.oracle.com/a/otn/docs/vzbwithsbcmsftteams-mb.pdf

https://docs.microsoft.com/en-us/microsoftteams/direct-routing-plan#public-trusted-certificate-for-
the-shc

Please note that the IP Addresses, FQDN and configuration names and details given in this
document are used for reference purposes only. These same details cannot be used in
customer configurations. End users of this document can use the configuration details
according to their network requirements.

3. Introduction
3.1. Audience

This is a technical document intended for telecommunications engineers with the purpose of configuring
Teams Direct Routing Enterprise Model using Oracle Enterprise SBC. There will be steps that require
navigating the Teams configuration, Oracle SBC GUI interface. Understanding the basic concepts of
TCP/UDP, IP/Routing, DNS server and SIP/RTP are also necessary to complete the configuration and for
troubleshooting, if necessary.

3.2. Requirements
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https://www.twilio.com/sip-trunking
https://www.twilio.com/try-twilio
https://www.twilio.com/docs/sip-trunking
https://docs.microsoft.com/en-us/microsoftteams/direct-routing-configure
https://docs.microsoft.com/en-us/microsoftteams/direct-routing-sbc-multiple-tenants#create-a-trunk-and-provision-users
https://docs.microsoft.com/en-us/microsoftteams/direct-routing-sbc-multiple-tenants#create-a-trunk-and-provision-users
https://docs.microsoft.com/en-us/microsoftteams/direct-routing-plan#public-trusted-certificate-for-the-sbc
https://docs.microsoft.com/en-us/microsoftteams/direct-routing-plan#public-trusted-certificate-for-the-sbc

e Oracle Enterprise Session Border Controller (hereafter Oracle SBC) running 8.4.0 version

e Teams Direct Routing Enterprise Model running Teams Client.

The below revision table explains the versions of the software used for each component:
This table is Revision 1 as of now:

Software Used

SBC Version

Teams Client version

Revision 1

8.4.0

1.3.00.28779 (64-bit) (Windows)

v.1416/1.0.0.2021010802 (Mobile)

3.3. Architecture
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The configuration, validation and troubleshooting are the focuses of this document and will be described in

three phases:

e Phase 1 — Configuring the Teams Direct Routing Enterprise Model.

e Phase 2 — Configuring the Oracle SBC.

e Phase 3 — Configuring the Twilio Elastic SIP Trunk

4. Configure Microsoft Teams Direct Routing

The steps outlined below is the minimum required configuration to pair your SBC with Microsoft Teams
Direct Routing Interface. This is to be used as an example only, and we highly recommend you work
with your Microsoft Account representative to implement the correct configuration for your

specific environment.

4.1. Access Teams Admin center
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The first step is to access the Teams Admin Center with administrator admin credentials:

4.2. Configure Online PSTN Gateway

Configuration Path: Voice/Direct Routing/SBC

o
Qo

o B O

Microsoft Teams admin center

Dashboard

Teams

Devices

Locations

Users

Meetings
Messaging policies
Teams apps

Voice

Phone numbers

Emergency policies

Dial plans

Direct Routing

Voice routing policies

Call queues

Auto attendants

Call park policies

Direct Routing \ Add SBC

telechat.o-test06161977.com

SBC settings

npleDomain1) then

When you are adding this SBC, you can turn on or off the SBC and change settings that are specific to the SBC.

Enabled

SIP signaling port

Send SIP options ()

Forward call history

Forward P-Asserted-|dentity (PAl) header ()

Concurrent call capacity

Failover response codes

Failover time (seconds) (O

Preferred country or region for media traffic

SBC supports PIDF/LO for emergency calls

Ring phone while trying to find the user

@ o

5061

@ o
@ o
@ o

500

408, 503, 504
10
Auto
([ ] Off
@ o~
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https://admin.teams.microsoft.com/

Click Save at the bottom of the page

Note: Some configuration fields are not available through the Microsoft Portal, and must be set
via PowerShell. Please refer to Microsoft Teams Documentation for further details

4.3. Configure Online PSTN Usage
Configuration Path: Voice/Direct Routing/Manage PSTN usage Records (top right of screen)

Click Add, Type US and Canada, next, click Apply

4.4. Configure Online Voice Routes

Configuration Path: Voice/Direct Routing/VVoice Routes

4.5. Configure Online Voice Routing Policy

Configuration Path: Voice/Voice Routing Policies
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4.6. Assign Voice Routing Policy to Users

Configuration Path: Users/Select the “User”/Policies

Next to Voice Routing Policy, Click Edit and Assign. In this example, we have selected Teamsuserl:

For More Information about configuring Microsoft Teams to Connect to your SBC, Setting
up users, or configuration voice routing, please refer to the Related Documentation
Section of this guide.

With this, Microsoft Teams Direct Routing config is complete.

5. Configuring the SBC

This chapter provides step-by-step guidance on how to configure Oracle SBC for Teams Direct Routing

and Twilio Elastic SIP Trunking.

5.1. Validated Oracle SBC version

Oracle conducted tests with Oracle SBC 8.4 software — this software with the configuration listed below

can run on any of the following products:

AP 1100
AP 3900
AP 4600
AP 6300
AP 6350
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e VME

6. New SBC configuration

If the customer is looking to setup a new SBC from scratch, please follow the section below.

6.1. Establishing a serial connection to the SBC

Connect one end of a straight-through Ethernet cable to the front console port (which is active by
default) on the SBC and the other end to console adapter that ships with the SBC, connect the
console adapter (a DB-9 adapter) to the DB-9 port on a workstation, running a terminal emulator
application such as Putty. Start the terminal emulation application using the following settings:

e Baud Rate=115200

e Data Bits=8
e Parity=None
e Stop Bits=1

e Flow Control=None

Power on the SBC and confirm that you see the following output from the boot-up sequence

11 allocaced memory T 2 COr ctl

Enter the default password to log in to the SBC. Note that the default SBC password is “acme” and
the default super user password is “packet”.
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Both passwords have to be changed according to the rules shown below.

Now set the management IP of the SBC by setting the IP address in bootparam.

To access bootparam. Go to Configure terminal->bootparam.

Note: There is no management IP configured by default.
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Setup product type to Enterprise Session Border Controller as shown below.

To configure product type, type in setup product in the terminal

Enable the features for the ESBC using the setup entitlements command as shown
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The SBC comes up after reboot and is now ready for configuration.

Go to configure terminal->system->http-server-config.
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6.2. Configure
SBC using Web GUI

In this app note, we configure SBC using the WebGUI.

The Web GUI can be accessed through the url http://<SBC_MGMT_IP>.

Sign in to E-SBC
ORACLE Username

Enterprise Session Border Controller |

Password

The username and password is the same as that of CLI.
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Dashboard Q 1)

Highest task CPU usage

100

Alarms

Severity Description

Current memary usage

™ Histarical memory usage aes
5M
§ 3.234m = Memory usage |..
= Trend (rate:d 04
B Allocated
W Free
232M

Go to Configuration as shown below, to configure the SBC

£ Wizards v £} Commands
media-manager o 5 .
Configuration Objects

security »

session-router > Name

access-control
system »
account-config
authentication-profile
certificate-record
class-policy
codec-policy
filter-config
fraud-protection
host-route
http-client

http-server

Displaying 1- 11of 42

Show All

Dashboard RELUCVCLGLEN  Monitorand Trace  Widgets  System

Verify Search

Description

Configure a static or dynamic access control list
Configure Quality of Service accounting
Configure authentication profile

Create, generate, and import a certificate
Configure classification profile policies

Create and apply a codec policy to a realm and an agent
Create a custom filter for SIP monitor and trace
Configure fraud protection

Insert entries into the routing table

Configure an HTTP client

Configure an HTTP server

Kindly refer to the GUI User Guide given below for more information.

https://docs.oracle.com/en/industries/communications/enterprise-session-border-
controller/8.4.0/webqgui/esbc_scz840 webgui.pdf

The expert mode is used for configuration.

Tip: To make this configuration simpler, one can directly search the element to be configured, from

the Objects tab available.


https://docs.oracle.com/en/industries/communications/enterprise-session-border-controller/8.4.0/webgui/esbc_scz840_webgui.pdf
https://docs.oracle.com/en/industries/communications/enterprise-session-border-controller/8.4.0/webgui/esbc_scz840_webgui.pdf

6.3. Configure system-config

Go to system->system-config

OI—\)ACLE Enterprise Session Border Controller

L3 Wizards v £} Commands

http-client

http-server

network-interface

ntp-config

phy-interface

redundancy-config

snmp-community

spl-config

system-config

tdm-config

trap-receiver

Show All

~

Dashboard Configuration Monitor and Trace

Verify

Modify System Config

Hostname

Description

Location

Mib System Contact

Mib System Name

Mib System Location

Acp TLS Profile

OracleSBC|

OK Delete

Please enter the default gateway value in the system config page.

ORACLE Enterprise Session Border Controller

admi

Widgets Syj

Show Configura

Widgets

L3 Wizards £} Commands «

http-client
hitp-server
network-interface
ntp-config
phy-interface
redundancy-config
snmp-community
spl-config
system-config
tdm-config
trap-receiver

Show All

~

Configuration Monitor and Trace

Verify

Modify System Config

LIsplaying u - U or u
Options

Call Trace enable
| Default Gateway 10138194129 I
Restart +| enable
Telnet Timeout o ( Range: 0..65535 )
Console Timeout 0 (Range: 0..65535)
HTTP Timeout 5 (Range: 0.20)
Alarm Threshold
Add
OK Delete

Show Configu

For VME, transcoding cores are required. Please refer the documentation here for more information

https://docs.oracle.com/en/industries/communications/enterprise-session-border-

controller/8.4.0/releasenotes/esbc_scz840 releasenotes.pdf

The above step is needed only if any transcoding is used in the configuration.
If there is no transcoding involved, then the above step is not needed.
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6.4. Configure Physical Interface values

To configure physical Interface values, go to System->phy-interface.

Please configure M0OO for Teams side and M10 for Twilio side.

Parameter Name

Teams Side (M00)

Twilio Elastic Sip
Trunk side (M10)

Slot 0 0
Port 0 1
Operation Mode Media Media

Please configure M0O interface as below.

£ Wizards v

host-route
http-client
http-server
network-interface
ntp-config
phy-interface
redundancy-config
snmp-community
spl-config
system-config

trap-receiver

Enterprise Session Border Controller

£} Commands v

Add Phy Interface
Name
Operation Type

Port
Slot

Virtual Mac
Admin State
Auto Negotiation
Duplex Mode

Speed

MO0

Media v

0 (Range:0.5)

0 (Range:0.2)

V' enable

v enable

FULL v

100 v

Back

Configuration EYINTENTRIETS

Verify
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Please configure M10 interface as below

Configuration Monitor and Trace

£+ wizards ¥ £# Commands Verify

A

session-router » Add Phy Interface

system v
Name MI0

fraud-protection
Operation Type

Media v
host-route
Port 0 (Range: 0.5)
http-client
Slot 1 (Range:0.2)
hitp-server Virtual Mac
network-interface 5
Admin State | enable
ntp-config Auto Negotiation | enable
phy-interface Duplex Mode FULL v
redundancy-config Speed 100
v
snmp-community
v OK Back

Show All

6.5. Configure Network Interface values

To configure network-interface, go to system->Network-Interface. Configure interface

The table below lists the parameters, to be configured for both the interfaces.

Parameter Name Teams side network interface Twilio side Network interface
Name MO0 M10
Host Name customers.telechat.o-
test06161977.com
IP address 141.146.36.101 155.212.214.102
Netmask 255.255.255.192 255.255.255.0
Gateway 141.146.36.65 155.212.214.1

Please configure network interface MOO as below
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Enterprise Session Border Controller

Dashboard Configuration

£ Wizards v {3 Commands w

~
media-manager >
Add Network Interface
security >
Name
session-router > MO0 v
Sub Port Id . z
system v 0 ( Range: 0..4095)
Description
fraud-protection
host-route
http-client
http-server Hosthame customers.telechat.o-test06161977.cor
IP Address
network-interface 141146.36.68
Pri Utility Addr
ntp-config
Sec Utility Addr
phy-interface
VY OK Back

Show All

Similarly, configure network interface M10 as below

ORACL.G Enterprise Session Border Controller

DESLGETGIN  Configuration

Monitor and Trace

Verify

Monitor and Trace

£ Wizards v £} Commands v

A
session-router » Add Network Interface
system v
Name M10 v
fraud-protection
Sub Port Id 0 (Range: 0..4095)
host-route
Description
http-client
http-server
network-interface
Hostname
ntp-config
IP Address 155.212.214102
phy-interface
Pri Utility Addr
redundancy-config
Sec Utility Addr
snmp-community
M OK Back

Show All

6.6. Enable media manager

Verify
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Media-manager handles the media stack required for SIP sessions on the SBC. Enable the media
manager option as below.

In addition to the above config, please set the max and min untrusted signaling values to 1.
Go to Media-Manager->Media-Manager

Enterprise Session Border Controller

Dashboard EEETIRTETIEE Monitor and Trace  Widgets

£} Wizards v £} Commands v Verify
media-manager v 2 3
Modify Media Manager
codec-policy
State
media-manager V| enable

Flow Time Limit - 7295

media-policy 86400 ( Range: 0..4294967295 )

Initial Guard Timer 300 ( Range: 04294967295 )

realm-config

Subsq Guard Timer 300 ( Range: 04294967295 )

steering-pool -

TCP Flow Time Limit 86400 ( Range: 0..4294967295 )
security > TCP Initial Guard Timer 300 ( Range: 0..4294967295 )
session-router > TCP Subsq Guard Timer 300 ( Range: 0..4294967295 )

Hnt Rtcp
system > enable

Algd Log Level NOTICE =

Mbcd Log Level NOTICE -

Delete
Show All

ORACLE Enterprise Session Border Controller

[@ETTET  Monitor and Trace  Widgets

£ Wizards v £} Commands v Verify
i A
media-manager v 4 .
Modify Media Manager
codec-policy oy T e TSy,
Media Policing
media-manager ] enable
Max Arp Rate 10 ( Range: 0.100)
media-policy
Max Signaling Packets 0 ( Range: 04294967295 )
realm-config
Max Untrusted Signaling 1 (Range: 0.100) —_—
steering-pool Min Untrusted Signaling x
1 (Range:0.100) ===
security » Tolerance Window 30 ( Range: 04294967295 )
Untrusted Drop Threshold &
session-router > s R o 9 (Range:0.100)
Trusted Drop Threshold 0 (Range: 0.100)
system v
Ad Monitor Window 30 (Range:5.3600)
fraud-protection
P Trap On Demote To Deny ensble
host-route
X OK Delete
Show All

6.7. Configure Realms

Navigate to realm-config under media-manager and configure a realm as shown below
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The name of the Realm can be any relevant name according to the user convenience.

Use the following table as a configuration example for the three realms used in this configuration:

Config Parameter Teams Side Twilio Side
Identifier Teams TwilioSipTrunk
Network Interface MOO M10
Mm in realm v 1%|
Teams-FQDN Telechat.o-
test06161977.com
Teams fqdn in uri A
Sdp inactive only vl
Media Sec policy sdespolicy sdespolicy
RTCP mux vl
ice profile ice
Codec policy addCN OptimizeCodecs
RTCP policy rtcpGen
Access Control Trust High High
Level
Pai-strip enabled enabled
Media-policy

In the below case, Realm name is given as Teams for Teams Side.

Please set the Access Control Trust Level as high for this realm

ORACLE Enterprise Session Border Controller

£} Wizards v £} Commands v
d A
media-manager v .
Add Realm Config
codec-policy
Identifier
mt‘t]hi'lrlriﬂdg(’l
Description
media-policy
realm-config
steering-pool
security » Addr Prefix
session-router » Network Interfaces
system v Media Realm List
fraud-protection
Mm In Realm

host-route

0K
Show All

Teams

0.0.00

MO00:04 X

/| enable

Back

Dashboard EREIUEIEIGIEE  Monitor and Trace

Verify

v admin

Widgets

Syste}

Sel
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ORACLE Enterprise Session Border Controller admin

Dashboard QEEGLIRTETIIM Monitor and Trace  Widgets  Syste]

Q Wizards Q Commands w Verify Se
d A
media-manager v . -
Madify Realm Config
codec-policy . v
media-manager Average Rate Limit 0 (Range: 04294967295 )
Access Control Trust Level high v _.=$
media-policy E
Invalid Signal Threshold 0 ( Range: 04294967295 )
realm-config
Maximum Signal Threshold 0 ( Range: 04294967295 )
steering-pool
Untrusted Signal Threshold 0 (Range: 0.4294967295 )
security » Nat Trust Threshold 0 ( Range: 0..65535 )
session-router » Max Endpoints Per Nat 0 ( Range: 065535 )
system . Nat Invalid Message Threshold 0 (Range: 065535 )
Wait Time For Invalid Register Range: 0.4.300
fraud-protection 0 (Hange04.500)
Deny Period B ( Range: 04294967295 )
host-route
v Back
Show All

Similarly, Realm name is given as TwilioSipTrunk for Twilio Elastic SIP Trunking side.
Please set the Access Control Trust Level as high for this realm too.

Enterprise Session Border Controller

Configuration Monitor and Trace

£ Wizards {3} Commands Verify

"~
media manager v

Add Realm Config
codec-policy

Identifier i
media-manager TwilioSipTrunk

Description
media-policy

realm-config

steering-pool

Addr Prefix

security > 0.0.0.0
session:rociter > Network Interfaces MI0:04 X
system v Media Realm List
fraud-protection
Mm In Realm | enable
host-route
N OK Back

Show All
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ORACLE Enterprise Session Border Controller

Dashboard JENIIEIVM  Monitor and Trace

ﬁ} Wizards v {E} Commands Save Verify
d' A
media-manager v .
Add Realm Config
codec-policy
Out Translationid v
media-manager
In Manipulationid v
media-policy
Out Manipulationid v
realm-config
Average Rate Limit 0 (Range: 04204967295 )
steering-poal Access Control Trust Level high e ————— |
security g Invalid Signal Threshold 0 (Range: 04294967295 )
session-router » Maximum Signal Threshold 0 (Range: 0.4294967295)
system v Untrusted Signal Threshold 0 (Range: 0.4294967295)
Nat Trust Threshold .
fraud-protection 0 (Range: 0.655%)
Lilnne Cndrnninds Near a4
v
hnet_rnite oK Back

Show All

For more information on Access Control Trust Level, please refer to SBC Security guide link given below:

https://docs.oracle.com/en/industries/communications/session-border-
controller/8.4.0/security/sbc_scz840 security.pdf

6.8. Enable sip-config
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SIP config enables SIP handling in the SBC.
Make sure the home realm-id, registrar-domain and registrar-host are configured.

Also add the options to the sip-config as shown below.
To configure sip-config, Go to Session-Router->sip-config and in options, add the below

e add max-udp-length =0
e inmanip-before-validate

For more info, please refer to SBC security guide given in the above section.

ORACLE Enterprise Session Border Controller

Dashboard Configuration Monitor and Trace Widgets

43 Wizards v £} Commands « Verify H
A~
local-policy Modify SIP Config
local-routing-config
State /| enable
media-profile
Dialog Transparency | enable
session-agent
Home Realm ID TS -
session-group
Egress Realm ID .
session-recording-group
Nat Mode None v
session-recording-server
Registrar Domain =
session-translation
Registrar Host
sip-config
Registrar Port 5060 ( Range: 0,1025..65535 )
sip-feature
Init Timer 500 ( Range: 04294967295 )
sip-interface
v Delete

Show All

Enterprise Session Border Controller

Configuration Monitor and Trace

L} Wizards v £} Commands v Verify

A
session-agent

Modify SIP Config

session-group Initial Inv Trans Expire

0 ( Range: 0.999999999 )
session-recording-group Invite Expire 180 ( Range: 0..4294967295 )
Session Max Life Limit 0
session-recording-server
Enforcement Profile
session-translation v
sip-config Red Max Trans 10000 ( Range: 0..50000 )
Options . . =
sip-feature inmanip-before-validate

max-udp-length=0 x
sip-interface
SPL Options
sip-manipulation
SIP Message Len 0 { Range: 0..65535 )
sip-monitoring

Enum Sag Match enable

sti-server
</ K Delete

6.9. Configuring a certificate for SBC
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This section describes how to configure the SBC for both TLS and SRTP communication with Teams and
Twilio Elastic SIP Trunking.

Microsoft Teams Direct Routing only allows TLS connections from SBC's for SIP traffic, and SRTP for
media traffic. It requires a certificate signed by one of the trusted Certificate Authorities. A list of currently
supported Certificate Authorities can be found at:

https://docs.microsoft.com/en-us/microsoftteams/direct-routing-plan#public-trusted-certificate-for-the-sbc

The step below describes how to request a certificate for SBC External interface and configure it based on
the example of Baltimore Root certificate. The process includes the following steps:

1) Create a certificate-record — “Certificate-record” are configuration elements on Oracle SBC which
captures information for a TLS certificate — such as common-name, key-size, key-usage etc.

SBC — 1 certificate-record assigned to SBC
Root — 1 certificate-record for root cert

2) Deploy the SBC and Root certificates on the SBC
Step 1 - Creating the certificate record

Go to security->Certificate Record and configure the SBC entity certificate for SBC as shown below.
We are creating this certificate for Teams side

Dashboard Configuration Monitor and Trace

£} Wizards v £} Commands v Verify
authentication-profile A
Modify Certificate Record

certificate-record
tls-global Name BaltimoreRoot
tls-profile Country us

session-router v State MA
access-control Locality Burlington
account-config Organization Engineering
filter-config Unit
Idap-config Common Name Baltimore CyberTrust Root
local-policy Key Size 2048 v
local-routing-config Atternate Name

- i Back

Show All
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ORACLE Enterprise Session Border Controller

ﬁ Wizards v Q Commands v
media-manager » e S
Modify Certificate
security v Alternate Name
authentication-profile Trusted
certificate-record Key Usage List
tls-global
tls-profile Extended Key Usage List
session-router > Key Algor
system ’ Digest Algor
Ecdsa Key Size
Cert Status Profile List
Show All

The table below specifies the parameters required for certificate configuration.

Record

+ enable
digitalSignature X
keyEncipherment X
serverAuth X clientAuth X
rsa

sha256

p256

OK Back

Dashboard

Modify the configuration according to the certificates in your environment.

Monitor and Trace Widgets

Verify

Common Name Baltimore DigiCert SHA2 DigiCert Global
CyberTrust Root Secure Server CA Root CA
Key Size 2048 2048 2048
Key-Usage-List digitalSignature digitalSignature digitalSignature
keyEncipherment keyEncipherment keyEncipherment
Extended Key Usage serverAuth serverAuth serverAuth
List
Key algor rsa rsa rsa
Digest-algor Sha256 Sha256 Sha256
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Similarly, Twilio Elastic SIP Trunking uses certificates from a CA (Certificate Authority) for establishing the
TLS connections from SBC’s for SIP traffic, and SRTP for media traffic. It is important that you add the
following root certificate to establish TLS connection from the link given below:

https://www.twilio.com/docs/sip-trunking#rootCA

Dashboard

Configuration

Monitor and Trace

£ Wizards v
media-manager
security

authentication-profile

certificate-record

tls-global

tis-profile
session-router

system

£} Commands

»

v

Modify Certificate Record

Name

Country

State

Locality
Organization
Unit

Common Name
Key Size

Alternate Name

TwilioRootCACertChain

us

MA

Burlington

Engineering

Solutions

Chain CA Cert

2048 v

Back

Dashboard

Configuration

Verify

Monitor and Trace

¥ Wizards v
media-manager
security

authentication-profile

certificate-record

tis-global

tIs-profile
session-router

system

Show All

£} Commands v

4

v

Modify Certificate Record
Key Size

Alternate Name

Trusted

Key Usage List

Extended Key Usage List

Key Algor
Digest Algor

Ecdsa Key Size

2048 v

' enable

digitalSignature X

keyEncipherment X

serverAuth X

rsa v
sha256 v
p256 v

Back

Step 2 — Generating a certificate signing request

Verify
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(Only required for the SBC'’s end entity certificate, and not for root CA certs)

Please note — certificate signing request is only required to be executed for SBC Certificate — not for the
root/intermediate certificates.

e Select the certificate and generate certificate on clicking the “Generate” command.
e Please copy/paste the text that gets printed on the screen as shown below and upload to
your CA server for signature.

Generate certificate response X

Copy the following information and send to a CA authority ]

----- BEGIN CERTIFICATE REQUEST----- - |
MIICVTCCAaUCAQAWRTELMAKGATUEBhMCVVMxCzAJBgNVBAgTAK1BMR
MwEQYDVQQH E
EwpCdXJsaW5ndGOuMRQWEgYDVQQKEwtFbmdpbmVicmiuZzCCASIwDQY
JKoZlhveN
AQEBBQADggEPADCCAQOCggEBALZMGOrclE8r+f2nK1zIMcTJaLVdh+1WR
+vWmKnn
/nvifp7sKsUVFKXO0bAjZUSSASEpdHfYLCO9G7jMz7dKJOSUCO0G6GKkcFBKtvhBIf
huU
JsOvaSc3UMIc+jqy9G+2Fsd44mY/KMxPFQNMXECgT7RAyhKLjOzoxqi6dQ5zb [
yHg
HGJ2dAPKkXgmwBwc2zx101bawk9W/sk202gKWISB6rOw2I1CbIVyekn7SUEPB
C3IPM
43NP43mvNQWDbFffc3oCAzdqgWxvDzhQbvhu76nGJPNCGgxJoHR7dTD6GX
WTVRLE1
gNFOWdLWEhOORCKtAItTTNeV4KdcGeYrYZIkvJZIHHpT/7mkCAWEAAaAzMD
EGCSqG

v

| Close

e Also, note that a save/activate is required

Step 3 — Deploy SBC & root certificates
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Once certificate signing request have been completed — import the signed certificate to the SBC.
Please note — all certificates including root and intermediate certificates are required to be imported to the
SBC. Once done, issue save/activate from the WebGUI

Import certificate X

Format: Itry'a" |" @

Import method: (® Fjle ! Paste

F Certificate file: || Browse...

| Cancel

reaim-contig [ 1alari

Repeat these steps to import all the root and intermediate CA certificates into the SBC:
At this stage all the required certificates have been imported to the SBC for Teams and the Twilio
Elastic SIP Trunk.

6.10. TLS-Profile
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A TLS profile configuration on the SBC allows for specific certificates to be assigned.
Go to security-> TLS-profile config element and configure the tls-profile as shown below
The below is the TLS profile configured for Teams side.

Dashboard Configuration

£ Wizards v £} Commands v

A

certificate-record Mod]fy TLS Profile
tis-global

Name TLSTeamsCarrier
tis-profile

End Entity Certificate TeamsCarrierCert v

session-router v

Trusted Ca Certificates BaltimoreRoot X

access-control
GoDaddyRoot X
account-config GoDaddyinter x
filter-config Cipher List
DEFAULT X

Idap-config

Verify Depth 10 (Range: 0.10)
local-policy b 3

Mutual Authenticate  enable
local-routing-config TLS Version tisvi2

v
media-profile
v Back
Show All

Similarly, configure the TLS profile shown below for the Twilio Elastic SIP Trunk side:

DERLLEIG  Configuration

£ Wizards v £} Commands v

A
certificate-record Mod]fy TLS Profile
tis-global
Name Twilio
tis-profile
End Entity Certificate TeamsEnterpriseCert ]
session-router v
Trusted Ca Certificates z
TwilioRootCACertChain X
access-control
GoDaddyinter x
account-config GoDaddyRoot X
filter-config DigiCertRoot X
DigiCertinter X
Idap-config
BaltimoreRoot X
local-policy
Cipher List DEFAULT
local-routing-config
Verify Depth 0 { Ranoe- 0 10)
media-profile
N Back
Show All

6.11. Configure SIP Interfaces

Monitor and Trace

Verify

Monitor and Trace

Verify

Navigate to sip-interface under session-router and configure the sip-interface as shown below.
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Please configure the below settings under the sip-interface.

- Tls-profile needs to match the name of the tls-profile previously created
- Set allow-anonymous to agents-only to ensure traffic to this sip-interface only comes from the
particular Session agents added to the SBC.

Below is the sip-interface Configured for Teams side.

- nterprise Session Border Controller
DESILGEIGI  Configuration  RVOUTGIENGRIETS
£} Wizards v £} Commands v ave Verify
A
dia-profil R
s Modify SIP Interface

session-agent

State

session-group V] enable

Realm 1D Teams v
session-recording-group

Description
session-recording-server
session-translation
sip-config
sip-feature SIP Ports
sip-interface Add
sip-manipulation Address Port Transport Protocol TLS Profile Allow Anonymous Multi Home Addrs

141146.36.68 5061 TLS TLSTeamsCarrier agents-only
sip-monitoring
& Back
Show All

Similarly, Configure sip-interface for the Twilio Elastic SIP Trunk side as below:
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ORACLE Enterprise Session Border Controller

o~

Dashboard Configuration Monitor and Trace Widgets

L} Wizards v {3} Commands v Save Verify Discard
media-profile A
Modify SIP Interface e
session-agent
session-group Stake + enable
session-recording-group Realm ID TwilioSipTrunk v
session-recording-server Description
session-translation
sip-config
sip-feature SIP Ports
sip-interface
Add
sip-manipulation Address « Port Transport Protocol TLS Profile Allow Anonymous Multi Home Addrs
sip-moenitoring 155.212.214.102 5061 TLS Twilio agents-only
sti-server v Back

Show Al

Once sip-interface is configured — the SBC is ready to accept traffic on the allocated IP address.

6.12. Configure session-agent

Session-agents are config elements which are trusted agents who can send/receive traffic from the SBC
with direct access to trusted data path. Session-agents are config elements which are trusted agents who
can send/receive traffic from the SBC with direct access to trusted data path.

Configure the session-agent for Teams with the following parameters.
Go to session-router->Session-Agent.

- hostname to “sip.pstnhub.microsoft.com”

- port 5061

- realm-id — needs to match the realm created for Teams

- transport set to “StaticTLS”

- refer-call-transfer set to enabled

- ping-method — send OPTIONS message to Microsoft to check health
- ping-interval to 30 secs
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ORACI—G Enterprise Session Border Controller Qv admin

Dashboard Configuration Monitor and Trace Widgets Syst|

£ Wizards {3k Commands Verify S
session-agent A
Modify Session Agent Show Configuratic
session-group
session-recording-group Hostname sip.pstnhub.microsoft.com
session-recording-server IP Address
session-translation Port 5061 ( Range: 0,1025.65535 )
State
sip-config ' enable
App Protocol
sip-feature SIiP v
App Type =
sip-interface
Transport Method
sip-manipulation StaticTLS v
Realm ID
sip-monitoring Teams v
Egress Realm 1D
sti-server -
Description
translation-rules
system » v
Back
Show All

ORACLE Enterprise 5 n Border Controller v admin

[LIETEIGIEE  Monitor and Trace  Widgets  Sysll

{3 Wizards « £} Commands Verify S

session-agent IS

Modify Session Agent Show Configuratic

session-group

Proxy Mode =
session-recording-group

Redirect Action -
session-recording-server

Loose Routing | enable
session-translation

Response Map -
sip-config

Ping Methad OPTIONS
sip-feature

Ping Interval 30 (Range: 0.4294967295 )
sip-interface

Ping Send Moda keep-alive v
sip-manipulation

Ping All Addresses enable
sip-monitoring

Ping In Service Response Codes
sti-server

Options
translation-rules

SPL Options

system v
Back
Show All

Follow above steps to create 2 more sessions for:

. sip2.pstnhub.microsoft.com
. sip3.pstnhub.microsoft.com

Note: Please note that all signaling SHOULD only point to sip/sip2/sip3.pstnhub.microsoft.com — no signaling should be sent to_sip-
all.pstnhub.microsoft.com FQDN. The_sip-all.pstnhub.microsoft.com FQDN is only used for longer DNS TTL value
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Similarly, configure the session-agents for the Twilio Elastic SIP Trunk as below

- Host name to “oracle.pstn.twilio.com”*, port to 5061
- realm-id — needs to match the realm created for the Twilio Elastic SIP Trunk
- transport set to “staticTLS”

- Enterprise Session Border Controller
Dashboard Configuration Monitor and Trace
£ Wizards £} Commands v Save Verify
A
local-policy Modify Session Agent
local-routing-config
Hostname oracle.pstn.twilio.com
media-profile

IP Address

session-agent

Port 5061 ( Range: 0,1025..65535 )
session-group
Stats + enable
session-recording-grou
g App Protocol sip -
session Y["fﬂl(‘ll’\ﬁ server
App Type v
session-translation
Transport Method StaticTLS =
sip-config I
Realm ID TwilioSipTrunk ~
sip-feature
Egress Realm ID =
sip-interface
s Back
Show All

*NOTE: Connection to Twilio Elastic SIP Trunking is available in multiple geographic
edge locations. If you wish to manually connect to a specific geographic edge
location that is closest to the location of your communications infrastructure, you may
do so by pointing your communications infrastructure to any of the following localized
Termination SIP URIs:

{example}.pstn.ashburn.twilio.com (North America Virginia)
{example}.pstn.umatilla.twilio.com (North America Oregon)
{example}.pstn.dublin.twilio.com (Europe Ireland)
{example}.pstn.frankfurt.twilio.com (Europe Frankfurt)
{example}.pstn.singapore.twilio.com (Asia Pacific Singapore)
{example}.pstn.tokyo.twilio.com (Asia Pacific Tokyo)
{example}.pstn.sao-paulo.twilio.com (South America S&o Paulo)
{example}.pstn.sydney.twilio.com (Asia Pacific Sydney)

Click here for more information on Twilio Elastic SIP Trunking IP Address

6.13. Configure session-agent group

A session agent group allows the SBC to create a load balancing model.
Go to Session-Router->Session-Group. Please configure the following group for Teams Session Agents
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admir

Enterprise Session Border Controller v

Dashboard Configuration Monitor and Trace Widgets S

£} Wizards v £ Commands + Verify

A
account-config

Add Session Group

filter-config
Group Name
Wiap-conifig TeamsGrp
Description
local-policy
local-routing-config
media-profile
session-agent e v enable
Dy
session-group App Protocol sip v
session-recording-group Strategy Hunt v
Dest
session-recording-server sip.pstnhub.microsoft.com X
ip2.pstnhub.microsoft.com
session-translation Sip2pstnhub.microsoft.com X
sip3.pstnhub.microsoft.com X |
sip-config
Tesiok Corasn
sip-feature 2 0K | Back
Show All

6.14. Configure local-policy

Local policy config allows for the SBC to route calls from one end of the network to the other based on
routing criteria. To configure local-policy, go to Session-Router->local-policy.

To route the calls from Teams side to Twilio side, Use the below local —policy

ORACLE Enterprise Session Border Controller

Dashboard Configuration Monitor and Trace

£} Wizards £k Commands v Save Verify

A

access-control Modify Local Policy

account-config

From Address
* X
filter-config
To Address
. *x
Idap-config
Source Realm
local-policy Teams X
local-routing-config Description
media-profile
session-agent
session-group
State + enable
session-recording-group
he Back

Show All
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Enterprise Session Border Controller

Dashboard Configuration Monitor and Trace Widge]

£ Wizards w £ Commands v Save Verify Disca
Idap-config ~
Modify Local Policy
local-policy
Description

local-routing-config

media-profile

session-agent

State

Session-group v enable
Policy Priority
session-recording-group move v
SL‘SSIUH'IL’(O[(IIHE'SC[VL’I P()ll(y Attributes
session-translation Add
sip-config Next Hop Realm Action Terminate Recursion Cost State App Protocol Lookup Next Key
oracle.pstn.twilio.com TwilioSipTrunk  none disabled 0 enabled single
sip-feature
cin intarfara Yo Back
Show All

To route the calls from the Twilio Elastic SIP Trunk side to Teams side, Use the below local —policy

ORACLE Enterprise Session Border Controller

Dashboard Configuration Monitor and Trace

a\hﬁmrds v Q Commands w Save Verify
Idap-config ~
Modify Local Policy
local-policy
local-routing-config From Address o
media-profile To Address .

session-agent
Source Realm .
TwilioSipTrunk ¢
session-group

Description
session-recording-group

SE'SSIOI'I-V'E[DTdII'Ig-SETUET

session-translation

State

sip-config v enable

Policy Priority

sip-feature none v

cin intarfare v k Back

Show All
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Enterprise Session Border Controller

Configuration Monitor and Trace Widgets

£} Wizards v £} Commands w Save Verify Discard

Idap-config A
Modify Local Policy

local-policy
Description
local-routing-config
media-profile
session-agent
session-group State | enable
session-recording-group Policy Priority none v
session-recording-server Policy Attributes
session-translation
Add

sip-config Next Hop Realm Action Terminate Recursion Cost State App Protocol Lookup Next Key
sip-feature sag:TeamsGrp Teams none disabled 0 enabled single
cin intorfara i b Back

Show All

6.15. Configure steering-pool
Steering-pool config allows configuration to assign IP address(es), ports & a realm.

Teams side steering pool.
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Enterprise Session Border Controller

Dashboard Configuration Monitor and Trace

£F Wizards v {3 Commands Save

Verify
media-manager v .
Add Steering Pool
codec-policy
IP Address
media-manager de56.68
Start Port -
media-policy 20000 ( Range: 1..65535 )
End Port 39000 ( Range: 1..65535)
realm-config
Realm ID ot -
steering-pool
Network Interface v
security >
session-router >
system >
OK Back
Show All

Twilio side steering pool.

ORACLE Enterprise Session Border Controller

Dashboard Configuration Monitor and Trace

£} wizards v £} Commands w Verify
media-manager =
H I v .
Add Steering Pool
codec-policy
IP Address
media-manager 155.212.214102
Start Port .
media-policy 10000 (Range: 1.65535)
End Port -
realm-config 10999 ( Range: 1..65535)
Realm ID I
steering-pool TwilioSipTrunk -
Network Interface —
security »
session-router v
access-control
account-config
filter-canfio v oK Back
Show All

6.16. Configure sip-manipulation

To simplify the ORACLE SBC sip manipulation, from GA Release SCZ830m1p7 contains three additional
SBC configuration parameters which are not found in prior releases.

The purpose of these three parameters is to replace the majority of the sip manipulation rules required to
be configured in the ORACLE SBC in order to properly interface with Microsoft Teams Direct Routing.
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The first two parameters are found under the realm-config, and would be enabled in realms facing

Microsoft Teams.

They are Teams FQDN in URI and SDP inactive only.

The detailed description is given below for each config parameter.

Teams FQDN in URI:

When enabled, this parameter takes the FQDN configured under hostname of the network interface, and
inserts that into the Contact and FROM headers of Invites generated by the SBC towards Teams. This
also adds a new “X-MS-SBC” Header to both Invite and OPTIONS Requests, which takes the place of the
User-Agent header currently being added via Sip Manipulation. Lastly, SBC will add a Contact Header to
outgoing SIP Options Pings, also containing the FQDN of the SBC listed under the hostname field of the
network interface, and with the Contact Header added to OPTION Requests generated by the SBC,

Record Route is no longer required.

SDP inactive only:

When enabled on Teams facing realm(s), this will modify the following SDP attributes in both requests and
responses to and from Microsoft Teams

Message Type Match Value New Value
request inactive sendonly
reply inactive recvonly
request sendonly inactive
reply recvonly inactive

ORACLE Enterprise Session Border Controller

Configuration Monitor and Trace Widgets

£} Wizards £} Commands

~
media-manager v

Modify Realm Config
codec-policy

Identifier
media-manager

Description
media-policy

realm-config

steering-pool

security » Addr Prefix
session-router - Network Interfaces
access-control Media Realm List
account-config
Mm In Realm
filter-config
Mm In Network
Idap-config
Mm Same Ip

local-policy W

Show All

Teams

Realm Facing Teams Direct Routing

0.000

MO00:0.4 X

+ enable

+ enable

«/ enable

Back

Verify S
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ORACLE Enterprise Session Border Controller

v  admin

Dashboard Configuration Monitor and Trace Widgets Syste

£ Wizards £+ Commands Verify Ses

A
media-manager v

Modify Realm Config

codec-policy Media Policy

media-manage!
e ger Media Sec Policy

sdesPolicy v
media-policy
RTCP Mux | enable
realm-config
Ice Profile ice v
steering-pool T Fad
eams Fqdn customers.telechat.o-test06161977.cor
security »
Teams Fqdn In Un ' enable ¢
session-router v

SDP Inactive Only | enable c

access-control DTLS Srip Profile

account-config

Srtp Msm Passthrough enable
filter-config Class Profile
v
Idap-config In Translationid

local-policy v

Show All

The third parameter is found under the Session agent configuration element and will be enabled on all
three session agents configured for Microsoft Teams. The parameter name is Ping response.

Ping Response:

When enabled, the SBC responds with a 200 OK to all Sip Options Pings it receives from trusted agents.
This takes the place of the current Sip Manipulation, RepondOptions.

ORACLE Enterprise Session Border Controller - admin

Dashboard Configuration Monitor and Trace Widgets System

L3 Wizards £} Commands w Verify Search
e -onig ~
Modify Session Agent ST
Idap-config
~
local-policy
Hostname sip.pstnhub.microsoft.com
local-routing-config \P Address
media-profile Port N
5061 ( Range: 0,1025..65535 )
session-agent State + enable
Session-group App Protocol P .
session-recording-group App Type .
session-recording-server Transport Method StaticTLS .
session-translation Realm ID Teams =
sip-config Egress Realm ID .
sip-feature Description
v
sip-interface
v
Back
Show All

41 | Page



ORACLE Enterprise Session Border Controller v  admin

Dashboard QE€JNEUIEIGIM Monitorand Trace  Widgets  Systel

£ Wizards » £§ Commands Verify Se.
lner-conng A
) Modify Session Agent Show Configuratior
Idap-config
local-policy

Out Translationid

local-routing-config Trust Me
enable

media-profile Local Response Map

Ping Response ' enable @

In Manipulationid

session-agent
session-group

session-recording-group Out Manipulationid

. XN
session-recording-server Manipulation String

session-translation Manipulation Pattern

sip-config Trunk Group

sip-feature
Max Register Sustain Rate 0 (Range: 0.999999999 )
sip-interface

Back
Show All

6.17. Configure Media Profile and Codec Policy

The Oracle Session Border Controller (SBC) uses codec policies to describe how to manipulate SDP
messages as they cross the SBC. The SBC bases its decision to transcode a call on codec policy
configuration and the SDP. Each codec policy specifies a set of rules to be used for determining what
codecs are retained, removed, and how they are ordered within SDP.

Note: this is an optional config — configure codec policy only if deemed required
SILK & CN offered by Microsoft teams are using a payload type which is different than usual.

Configure the media-profile as shown below,
Go to Session-Router->Media-profile
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ORACLE ¢ nterprise Session Border Controller Qv

Dashboard [EENTFNENSUM  Monitor and Trace  Widget

£ Wizards » £} Commands + Verify

access-control A

Modify Media Profile

account-config

Name

filter-config CN

\dap-config Subnaeae wideband

local-policy Media Type audio

local-routing-config Puyloud Typs 18

media-profile Visnspant RTP/AVP

session-agent Clack Rae 16000 ( Range: 04294967295 )
Req Bondwidth 0 (Range: 0.999999999 )

session-group
Frames Per Packet o (Ronge:0.256)
session-recording-group
Parameters

session-recording-server

As Bandwidth 0 ( Range: 0..4294967295 )
session-translation
sip-config v
Back
Show All

Configure media profiles similarly, for silk codec also as given below.

Parameters SILK-1 SILK-2

Subname narrowband wideband

Payload-Type 103 104

Clock-rate 8000 16000

After creating media profile, create codec-policy, addCN, to add comfort noise towards Teams.
Go to media manager ---- codec policy
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sion Border Controller

View history, saved bookr

Configuration Monitor and Trace Widgets|

£} Wizards £} Commands Verify

~
media-manager v

Modify Codec Policy

codec-policy

Name
media-manager addCN
Allow Codecs
media-policy X
realm-config Add Codecs On Egress e
steering-paol Order Codecs
security »
Packetization Time 20
session-router v
Force Ptime enable
access-control
Secure Dtmf Cancellation enable
account-config
Dimt In Audio disabled —
filter-canfig
Tone Detection
Idap-config
Tone Detect Renepotiate Timer ey P el
local-polic ~
policy Back
Show All

Apply this codec policy on the Teams realm

6.18. Configure ice profile

SBC supports ICE-Lite. This configuration is only required to support Teams media-bypass.
Configure the following ice profile and apply it on the realm towards Teams.

Go to media-manager->ice-profile. Note: This config is required only for Media bypass model
and its not needed for Non media bypass model.

ORACLE Enterprise Session Border Controller v

[GUUPTNUSN  Monitor and Trace  Widgets

£} Wizards « £} Commands + Verify

~
media-manager v

Modify Ice Profile

codec-policy

Name
dns-alg-constraints ice
Stun Conn Timeout =
s contg 0 (Range: 0.9999)
Stun Keep Alive Interval ° (Range:0.300)
ice-profile
Stun Rate Limit 100 (Range: 0.99999)
media-manager
Mode PROXY v
media-policy
msip-config
playback-config
realm-config
realm-group
rtcp-policy
tatic-f v
static-flow =

shuwAII(:
6.19. Configure sdes profile

Please go to OSecurity 0 Media Security sdes profile and create the policy as below.
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Dashboard Configuration Monitor and Trace Widgets

L wizards w £} Commands w Verify

certificate-record e
Add Sdes Profile

factory-accounts

ike » Hame SDES

B C to List
ipsec » rolLs AES_CM_128_HMAC_SHA1_80 %

local-accounts AES_CM_128_ HMAC_SHA1 32 X

S A
media-security v Srip Auth + enable
Srtp Encrypt
dltls-srip-profile P VP +*| enable
SITCP Encrypt
media-sec-policy v + enable
Mki
I sdes-profile enable
sipura-profile Egress Offer Format same-as-ingress -
Use Ingress Session Params
password-policy
ot oK Back

Show All C’

6.20. Configure Media Security Profile

Please go to Security  Media Security Imedia Sec policy and create the policy as below:
Create Media Sec policy with name SDES which will have the sdes profile created above.
Assign this media policy to both the Teams and Twilio Realm as they both use TLS/SRTP.

ORACLE Enterprise Session Border Controller

Configuration Monitor and Trace Widgets

£k Wizards {3} Commands v 3 Verify

certificate-record ~
Add Media Sec Policy

factory-accounts

ke > Hame: SDES
ipsec » Pass Through enable
local-accounts Options
media-security v
4 Inbound
dtis-srip-profile Profile SDES —
media-sec-policy Mode sitp =
Protocol
sdes-profile sdes v
Hide Egress Media Update enable

sipura-profile

password-policy 4 Outbound

Show All C

6.21. Configure RTCP Policy and RTCP Mux

The RTCP policy needs to be configured in order to generate RTCP reports towards Teams
Go to Media-manager->rtcp-policy to configure rtcp-policy.
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v ad

Dashboard Configuration Monitor and Trace Widgets 9

43 Wizards £} Commands v Verify

~
media-manager v

Modify RTCP Policy
codec-policy

Name
dns-alg-constraints rtepGen

RTCP Generate
dns-config all-calls v

Hide Cname
ice-profile enable
media-manager
media-policy
msrp-config
playback-config

realm-config

realm-group

rtcp-policy

static-flow v

Show All c

Back

Apply this RTCP policy on the Teams realm. Enable rtcp-mux also in the realm.
With this, SBC configuration is complete

7. Existing SBC configuration

If the SBC being used is an existing SBC with functional configuration, following configuration elements
are required:

- New realm-config

- Configuring a certificate for SBC Interface
- TLS-Profile

- New sip-interface

- New session-agent

- New session-agent group

- New steering-pools

- New local-policy

- New sip-manipulation

- New media-profile and codec-policy
- ICE profile

- SDES Profile

- Media-sec-Policy

- RTCP Policy and RTP Mux

Please follow the steps mentioned in the above chapters to configure these elements.
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8. Twilio Elastic SIP Trunking Configuration

From your Twilio Console, navigate to the Elastic SIP Trunking area (or click on the GI‘P icon on the left
vertical navigation bar).

SUPER NETWORK

# Phone Numbers X
(s?r' Elastic SIP Trunking X

8.1 Create an IP-ACL rule

Click on Authentication in the left navigation, and then click on |P_Access Control Lists.

E)

Elastic SIP
Trunking

D)

Sl

Dashboard
Trunks

Authentication

IP Access Control
Lists

® ¢ #=

Credential Lists
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.
{

Create a new IP-ACL, for example call it "Oracle" and add your SBCs IP addresses.

Oracle

Properties

FRIENDLY Oracle
NAME

Ip-ACL sip ALba3f31843d9fdeaad99752794busE83e

ASSOCIATED  Qracle
SIP TRUNKS

ASSOCIATED —
S5IP DOMAINS

IP Address Ranges

IP Access Control Lists may have up to 100 IP addresses.
° IP ADDRESS RANGE FRIENDLY NAME
141.146.36.102 / 32 %
141.146.36.102 - 141.146.36.102
155.212.214.102 / 32 155.212.214.102 %

155.212.214.102 - 155.212.214.102

8.2 Create a new Trunk

For each geographical region desired (e.g., North America, Europe), create a new Elastic SIP Trunk.

Now click on T Fun k5 again on the left vertical navigation bar, and create a new Trunk.

Create A New SIP Trunk

Name your new SIP Trunk, then configure it in the following steps.

FRIENDLY NAME

48 | Page



Under the General Settings you can enable different features as desired.

Features

To learn more about SIP Trunking features, please see our user documentation. [4

Call Recording (O

Calls will be recorded.

Call Recording

‘ Record from ringing v

Recording Trim

Silence will not be trimmed from recording

Secure Trunking(®)

TLS must be used to encrypt SIP messages on port 5061, and SRTP must be used to encrypt the media
packets. Any non-encrypted calls will be rejected

Call Transfer (SIP REFER) (D)

Twilio will consume an incoming SIP REFER from your communications infrastructure and create an INVITE
message to the address in the Refer-To header

[] Enable PSTN Transfer (D)
Allow Call Transfers to the PSTN via your Trunk.

Symmetric RTP(D)

Twilio will detect where the remote RTP stream is coming from and start sending RTP to that destination
instead of the one negotiated in the SDP

» Additional Features

In the Termination section, select a Termination SIP URI.

Termination URI

Configure a SIP Domain Name to uniquely identify your Termination SIP URI for this Trunk. This URI will be used by your
communications infrastructure to direct SIP traffic towards Twilio. Be sure to select a localized SIP URI to ensure your traffic takes
the lowest latency path. If a localized version isn't selected, then your traffic will be sent to US1. Learn more about Termination

Settings =
TERMINATION SIP URI oracle pstn.twilio.com

Show Localized URIs
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Click on "Show localized URI's" and copy and paste this information as you will use this on your SBC to
configure your Trunk.

NORTH AMERICA VIRGINIA  oracle.pstn.ashburn.twilio.com

NORTH AMERICA OREGON  oracle.pstn.umatilla.twilio.com
EURCPE DUBLIN  oracle.pstn.dublin.twilio.com

EUROPE FRANKFURT  oracle.pstn.frankfurt.twilio.com

SOUTH AMERICA SAD  oracle.pstn.sao-paulo.twilio.com
PAULD

ASIA PACIFIC SINGAPORE  oracle.pstn.singapore.twilio.com
ASIA PACIFIC TOKYD  oracle.pstn.tokyo.twilio.com

ASIA PACIFIC SYDNEY  oracle.pstn.sydney.twilio.com

or

Assign the IP ACL ("Oracle" ) that you created in the previous step.

Authentication View all Authentication lists

The following IP ACLs and Credential Lists will be used to authenticate the INVITE for termination calls inbound to Twilio.

Oracle x W °

CREDENTIAL LISTS Click to select a Credential List s °

IP ACCESS CONTROL LISTS
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In the Origination section, we'll need to add Origination URI's to route traffic towards your Oracle SBC.
The recommended practice is to configure a redundant mesh per geographic region (in this context a
region is one of North America, Europe, etc). In this case, we configure two Origination URIs, each
egressing from a different Twilio Edge.

Click on ‘Add New Origination URI’, we'll depict the configuration for North America:

Add Origination URL

ORIGINATION 1P URI sip:155.212.215.102;edge=ashburn

PRIORITY 10
Priority ranks the importance of the URI. Values
range from 0 to 65535, where the lowest number
represents the highest importance.

WEIGHT

10

Weight is used to determine the share of load
when more than one URI has the same priority.
Its values range from 1 to 65535. The higher the
value, the more load a URI is given.

ENABLED I ON

Cancel Add

Continue to add the other Origination URIs, so you have the following configuration:

Origination URIs

Configure the IP address (or FQDN) of the network element entry point into your communications infrastructure (e.g. IP-PBX,
SBC).

Show mare about provisioning for high service availability

o ORIGINATION URI PRIORITY WEIGHT ENABLED
sip:155.212.214.102;edge=ashburn 10 10 v
sip:155.212.214.103;edge=umatilla 20 10 v
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In this example, Origination traffic is first routed via Twilio’s Ashburn edge, if that fails then we'll route from
Twilio’s Umatilla edge.

8.3 Associate Phone Numbers on your Trunk

In the Numbers section of your Trunk, add the Phone Numbers that you want to associate with each
Trunk. Remember to associate the Numbers from a given country in the right Trunk. For example,
associate US & Canada Numbers with the North American Trunk and European Numbers with the
European Trunk etc.

N Umbers View my Addresses

Emergency Calling Update: Each number must be associated with an emergency address with matching ISO Country. Please
select numbers to enable from one country at a time.

L

NUMBER FRIENDLY NAME COUNTRY EMERGENCY CALLING STATUS EMERGENCY ADDRESS |:|
+18507904044 (850) 790-4044 US Enabled 375 BEALE ST 3rd floor suite, SF, CA, 94105 D
+16892203033 (689)220-3033 US Enabled 375 BEALE ST 3rd floor suite, SF, CA, 94105 D
+17692105055 (769) 210-5055 US Disabled |:|
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9. Verification of Sample Call flows

Once the configuration is complete, we can try making sample calls and can check the signaling
path between Twilio Elastic Sip Trunk (PSTN Users) and Teams Users. For our testing, we used the
single network interface for both Teams and Twilio side as below.

1. Make Call from Teams user to the Twilio Elastic Sip Trunk and check the call flow.
The calls flow from 141.146.36.68 (Teams SIP Interface) to 141.146.36.102 (Twilio Elastic SIP

Trunking Interface)

And to Twilio Session Agent and the call reaches the PSTN user after that

ORACLE Enterprise Session Border Controller

Sessions

v

Dashboard Configuration Monitor and Trace Widgets

SessionList  d1a2d980bf565bbdB8efdecd904c5516 X

Registrations

[+] Session Summary

Subscriptions 52.114.148.0

141.146.36.68 141.146.36.102 54.172.60.2

2021-03-16
02:02:08.631
2021-03-16
02:02:08.631
2021-03-16
02:02:08.634
2021-03-16
02:02:08.634
2021-03-16
02:02:08.635
2021-03-16
02:02:08.635
2021-03-16
02:02:08.725

Natable Events

-

INVITE (1) ﬁ—» ﬁ
— Status: 100 (1)

MEDIA FLOW ADD, ID=167772165, DIRECTION=CALLING

MEDIA FLOW ADD, ID=167772166, DIRECTION=CALLED

EGRESS ROUTE, TYPE=local-policy, NEXT HOP=<sip:+917338391101@oracle.pstn.twilio.com:506 1 ;user=phone;
transport=tls>

2021-03-16

INVITE (1) —

— Status:100 (1)

— Chrbran 192 (11

Refresh Export diagram Export session details

admin

Sysig
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ORACLE Enterprise Session Border Controller

Dashboard Configuration Monitor and Trace

Sessions
Session List  d1a2d980bf565bbdB8efdeed904c5516 %

Registrations T = ACK(1 —
02:02:15.907 a

Subscriptions 2021-03-16
02:02:15.907
Notable Events 2021-03-16
02:02:16.620
2021-03-16
02:02:16.620
2021-03-16
02:02:16.623
2021-03-16
02:02:16.623
2021-03-16
02:02:16.625
2021-03-16
02:02:16.625

2021-03-16
INVITE (2) —

ACK (1) —
> INVITE (2) —
— Status:100 (2)
MEDIA FLOW LATCH, ID=167772166, DIRECTION=CALLED
MEDIA FLOW LATCH, ID=167772166, DIRECTION=CALLED
MEDIA FLOW MODIFY, ID=167772165, DIRECTION=CALLING

MEDIA FLOW MODIFY, ID=167772166, DIRECTION=CALLED

02:02:16.625

Refresh Export diagram Export session details

2. Make Call from the Twilio Elastic Sip Trunk to Teams User and check the call flow.
The calls flow from 141.146.36.102 (Twilio Elastic SIP Trunking Interface) to 141.146.36.68
(Teams SIP Interface)
and to Teams SAGs and the call reaches the Teams user after that.

ORACLG Enterprise Session Border Controller v ad|

Dashboard Configuration Monitor and Trace Widgets

Sessions
Session List 40300793c5f4c477aa23ad00fa455588@0.00.0 X

Registrations
[+] Session Summary

Subscriptions 54.172.60.2 141.146.36.102 141.146.36.68 52.114.132.46

02:03:32.984
2021-03-16
02:03:32.984
2021-03-16
02:03:32.986
2021-03-16
02:03:32.986
2021-03-16
02:03:32.986
2021-03-16
02:03:32.986
2021-03-16
02:03:33.083
2021-03-16

Notable Events 20316 INVITE (767213) ﬁ—v
— Status:100 (767213)
MEDIA FLOW ADD, ID-184549381, DIRECTION-CALLING

MEDIA FLOW ADD, ID=184549382, DIRECTION=CALLED

EGRESS ROUTE, TYPE=local-policy, NEXT HOP=<sip:+17692105055@sip.pstnhub.microsoft.com:506 1 ;transport=tls>

P——. ——

INVITE (767213) —

— Status:100 (767213) +

— Qb 100 FTETITY a

Refresh Export diagram Export session details
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ORACLE Enterprise Session Border Controller

jage ad

Dashboard Configuration Monitor and Trace Widgets

Sessions

Session List 40300793c5f4c477aa23ad00fa455588@0.0.00 X
Registrations 2V -U3TO
02:03:39.246
Subscriptions 2021-03-16
02:03:39.324
2021-03-16
02:03:40.626
2021-03-16
02:03:40.627
2021-03-16
02:03:42.011
2021-03-16
02:03:42.011
2021-03-16
02:03:42.014
2021-03-16
02:03:42.014
2021-03-16
02:03:42.016

e ACK (767213) —b
ACK (767213) —]
Notable Events
MEDIA FLOW LATCH, ID=184549381, DIRECTION=CALLING
MEDIA FLOW LATCH, ID=184549381, DIRECTION=CALLING
— INVITE (1) +
Status:100 (1) —_—
MEDIA FLOW LATCH, ID=184549381, DIRECTION=CALLING

MEDIA FLOW LATCH, ID=184549381, DIRECTION=CALLING

MEDIA FLOW MODIFY, ID=184549382, DIRECTION=CALLED

Refresh Export diagram Export session details

Appendix A

Following are the test cases that are executed as part of Teams Direct Routing Enterprise Model with the
Twilio Elastic SIP Trunk (PSTN user).

Serial Test Cases Executed Result
Number
1 Device supports ptime of 20 ms for an inbound call to Twilio Elastic Pass

SIP Trunk user

2 Device sends its own FQDN in the contact header Pass

3 Twilio Elastic SIP Trunk user accepts call from Teams user where Pass
the user's calling line identity is set to anonymous

4 Teams user places inbound call from Twilio Elastic SIP Trunk user Pass
on hold and then resumes

5 Teams user places outbound call to Twilio Elastic SIP Trunk user on Pass
hold and then resumes

6 Teams user places inbound call from Twilio Elastic SIP Trunk user Pass
on hold for over 15/30 minutes and then resumes
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7 Teams user makes outbound call to Twilio Elastic SIP Trunk user Pass
and places the call on hold for over 15/30 minutes and then resumes

8 Inbound Twilio Elastic SIP Trunk call to Teams blind transferred to Pass
second Teams User

9 Outbound Twilio Elastic SIP Trunk call from Teams user blind Pass
transferred to second Teams User

10 Inbound Twilio Elastic SIP Trunk Call to Teams consultatively Pass
transferred to Teams User

11 Outbound Twilio Elastic SIP Trunk call from Teams user Pass
consultatively transferred to Teams User

12 Twilio Elastic SIP Trunk user calls Teams user that simultaneously Pass
rings second TEAMS/PSTN user and second user answers

13 Twilio Elastic SIP Trunk user calls Teams user that is forwarded to Pass
second PSTN/TEAMS user

14 Teams user makes outbound call to Twilio Elastic SIP Trunk user Pass
and makes a conference call by adding another Teams user.

15 Twilio Elastic SIP Trunk user makes outbound call to Teams user Pass
and Teams user makes a conference call by adding another Teams
user.

16 Teams user calls an IVR number and navigates through the IVR Pass
menu after call connection

17 Teams user calls into an external conference bridge and pastes a Pass
string of conference ID into Teams which is recognized by Device
and IVR

18 Device sends comfort noise packets to Direct Routing interface when Pass
Twilio Elastic SIP Trunk user mutes an outbound call

19 Device sends comfort noise packets to Direct Routing interface when Pass
Twilio Elastic SIP Trunk user mutes an inbound call

20 Teams user mutes inbound call from Twilio Elastic SIP Trunk user Pass
and then unmutes

21 Teams user mutes outbound call made to Twilio Elastic SIP Trunk Pass
user and then unmutes

22 Twilio Elastic SIP Trunk user mutes inbound call from Teams user Pass
user and then unmutes

23 Twilio Elastic SIP Trunk user mutes outbound call made to Teams Pass
user user and then unmutes

24 Twilio Elastic SIP Trunk User disconnects outbound call to Teams Pass
user before it is answered
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25 Teams user disconnects outbound call to Twilio Elastic SIP Trunk Pass
user before it is answered

26 Twilio Elastic SIP Trunk user disconnects an inbound connected call Pass

27 Twilio Elastic SIP Trunk User disconnects an outbound connected Pass
call

28 Teams user disconnects an inbound connected call Pass

29 Teams user disconnects an outbound connected call Pass

30 Device must indicate support for SRTCP multiplexing by including Pass
the a=rtcp-mux attribute in the offer

31 Device must respond with a=rtcp-mux attribute in the SDP response Pass
if the offer contains the same attribute

32 SBC sends the X-MS-SBC header in Options and the Invite Pass
messages towards the Teams user
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